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Abstract

China’s Ministry of State Security (MSS) sits atop a national system of state
security units, yet provincial-level state security agencies, a defining feature of
China’s intelligence apparatus, have attracted little research. Provincial agencies
are subordinate to the MSS but have their own origins, cultures, networks and
priorities. Today, they are also particularly active in foreign operations. This pa-
per documents the establishment of the first 14 provincial agencies to provide a
foundation for analysing the state security system and the creation of the MSS.
Tracing their establishment and early development through official histories and
biographies, this paper shows the diverse backgrounds and capabilities of provin-
cial agencies, which originally combined counterintelligence, foreign intelligence
and technical units. It also provides new findings on foreign intelligence agencies
that were predecessors to the state security system. Finally, studying the birth of
provincial security agencies offers new insights into the original priorities of the
state security system and the founding of the MSS itself.

0 Introduction: Provincial organs in the state security
system

The Chinese Communist Party’s intelligence apparatus is spread across organs in sev-
eral distinct bureaucratic systems on both the civilian and military sides.” Of these,
the state security system (R %25 %t) is among the most prominent. It includes
counterintelligence, political security, external influence work and espionage among
its functions. The system is led by the Ministry of State Security (MSS, [E% %&£ #f)
but also incorporates agencies in all provincial-level governments. These provincial
agencies deserve study in their own right because of their differing characters, pri-
orities and so on. Absent authoritative analysis on centralisation in the state security
system, they should be seen as individual actors within the system rather than simple
appendages of the MSS.

The importance of provincial organs is illustrated by the fact that most of the state se-
curity system’s foreign intelligence operations are carried out by the provinces rather
than the MSS.! This is in part a reflection of resourcing. Provincial state security

OFor a systems-based analysis of influence work, see Livia Codarin, Laura Harth & Jichang Lulu,
‘Hijacking the mainstream: CCP influence agencies and their operations in Italian parliamentary and local
politics’, Sinopsis, 20 November 2021.

1Nigel Inkster, China’s Cyber Power, Routledge, 2016, p. 55. At the same time, some parts of the MSS
are significant operational actors, such as the MSS Social Investigation Bureau.


https://web.archive.org/web/20211120054230/https://sinopsis.cz/wp-content/uploads/2021/11/it0.pdf
https://web.archive.org/web/20211120054230/https://sinopsis.cz/wp-content/uploads/2021/11/it0.pdf
https://www.routledge.com/Chinas-Cyber-Power/Inkster/p/book/9781138211162
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agencies, combined, have far more personnel than the MSS, perhaps by ten times.
Naturally, they have some degree of geographical specialisation based on the inter-
national connections of their region, whether through trade, education and research,
diplomacy or diaspora communities. For example, the Zhejiang State Security Depart-
ment has a focus on operations targeting Europe, according to one analyst.> The exact
nature and reasons for different specialisations generally remains unclear and it is not
known how the MSS coordinates and controls provincial agencies.

Reflecting their leading role in foreign operations, provincial organs feature in most
exposés or criminal prosecutions that implicate the state security system. The Shang-
hai State Security Bureau, for example, is known to aggressively recruit current and
former government officials from foreign countries. It was also involved in the devel-
opment of China’s international Buddhist college — the Nanhai Buddhist Academy —
which trains monks from across Asia and uses religious networks to promote Chinese
government policies.” Likewise, the Jiangsu State Security Department attempted to
steal aviation technology from American and French companies, and one of its of-
ficers is currently imprisoned in America.® The Guangdong and Shandong State Se-
curity Departments allegedly handled an asset in New York’s Chinese dissident com-
munity.”

Recent international interest in MSS cyber activity, which observers previously be-
lieved to be less significant than operations by the People’s Liberation Army, has also
highlighted the importance of provincial organs.® No cyber-attacks have been pub-
licly attributed to the central MSS. Instead, governments and cybersecurity analysts
have traced incidents to security organs in Sichuan, Guangdong, Hainan, Shandong
and Tianjin — the latter allegedly responsible for the APT10 ‘cloud hopper’ opera-
tion.”

In addition to their intrinsic significance, local organs are informative objects of study
because their number and relative obscurity can make them easier to research. While
few primary accounts of the MSS’s founding are available, these can be supplemen-
ted with insights from how its provincial counterparts were established. The activities
of provincial units can also reflect tasking and priorities from the centre (fig. 0). As
this paper argues, the original structure of the state security system suggests that
the MSS and the party leadership prioritised intelligence and security work related

2 Alex Joske, Spies and Lies: How China’s Greatest Covert Operations Fooled the World, Hardie Grant,
2022.

3Inkster, loc. cit.

“The Shanghai Bureau used the Shanghai Academy of Social Sciences as cover in one of these cases.
See Compl., United States v. Kevin Patrick Mallory, E.D. Va., 21 June 2017; ‘Germany charges man with
spying for China’, DW, 6 July 2021.

>Joske, op. cit., pp. 171-185.

5Jury Convicts Chinese Intelligence Officer of Espionage Crimes, Attempting to Steal Trade Secrets’,
US Department of Justice, 5 Nov. 2021; Jordan Robertson & Drake Bennett, ‘A Chinese Spy Wanted GE’s
Secrets, But the US Got China’s Instead’, Bloomberg, 15 Sep. 2022.

7‘US. Citizen and Four Chinese Intelligence Officers Charged with Spying on Prominent Pro-
Democracy Activists, Dissidents, and Human Rights Leaders’, US Department of Justice, 18 May 2022.

8See Peter Mattis, ‘China’s New Intelligence War Against the United States’, War on the Rocks, 22 July
2015; Inkster, op. cit., p. 76.

9See ‘APT3 is Boyusec, a Chinese Intelligence Contractor’, Intrusion Truth, 9 May 2017; ‘“Two Chinese
Hackers Associated With the Ministry of State Security Charged with Global Computer Intrusion Cam-
paigns Targeting Intellectual Property and Confidential Business Information’, US Department of Justice,
20 December 2018; ‘APT40 is run by the Hainan department of the Chinese Ministry of State Security’,
Intrusion Truth, 16 January 2020.


https://www.hardiegrant.com/au/publishing/bookfinder/book/spies-and-lies-by-alex-joske/9781743797990
https://www.routledge.com/Chinas-Cyber-Power/Inkster/p/book/9781138211162
https://web.archive.org/web/20220524144329/https://www.justice.gov/opa/press-release/file/975671/download
https://archive.ph/tAZvz
https://archive.ph/tAZvz
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Figure 0: ‘Network chart of the disaggregation of objectives’ in the state security system, showing the basic
structure of the system including how MSS units provide guidance to their provincial counterparts.!®

to the Soviet Union and North Korea. Likewise, cover used by individual provincial
state security organs may echo that used across the country. This paper includes evid-
ence of foreign affairs offices, overseas Chinese affairs offices and united front work
departments serving as cover for state security organs.

Individual state security organs therefore help elucidate the state security system as
a whole. However, aside from some analysis of Minister of State Security Jia Chun-
wang’s BT (1985-1998) role in building up the nationwide state security system,
no published literature has examined the origins, nature or activities of provincial
state security agencies in their own right.!!

To provide a foundation for understanding these actors, this paper documents and
analyses the establishment of the first 14 provincial-level state security organs, in
Beijing, Tianjin, Shanghai, Guangdong, Fujian, Jiangsu, Zhejiang, Shandong, Xin-
jiang, Heilongjiang, Yunnan, Guangxi, Inner Mongolia and Liaoning.!? This sample

0Source: ZFER & BRI, eds., ERZRITEUER, I3 HAR L, 1995, p. 228.

UPeter Mattis, ‘Assessing the Foreign Policy Influence of the Ministry of State Security’, China Brief
11.1, 2011. Guo Xuezhi’s otherwise detailed descriptions of China’s security agencies including the MSS do
not touch on provincial state security organs: Guo Xuezhi, China’s Security State: Philosophy, Evolution, and
Politics, CUP, 2012. Other accounts may have confused the structure of provincial state security organs and
the MSS. See Nicholas Eftimiades, A Series on Chinese Espionage: Operations and Tactics, Vitruvian Press,
pp. 34 sq., which interprets the case of Xu Yanjun as showing that ‘MSS Sixth Bureau officers are working at
State Security Department’, when Xu worked in the Sixth Bureau of the Jiangsu State Security Department
and has not been accused of being an officer of the MSS itself. It is unclear how numberings of bureaus in
provincial departments relate to those of the MSS.

12 According to a former leader of the Liaoning State Security Department, Liaoning’s state security
department was the first established after an original batch of 13 that were set up together with the Ministry
of State Security in 1983 and 1984. WLIEITT*: [T RIS, vol. 2, 337 s kR AL, 2013, p. 179.


https://archive.md/i5zyo
https://www.cambridge.org/core/books/chinas-security-state/BA7B22062E13C003ADBFCEE3A1E05663
https://www.cambridge.org/core/books/chinas-security-state/BA7B22062E13C003ADBFCEE3A1E05663

Joske

represents every provincial-level state security organ established by the end of 1984,
the second year of the Chinese state security system’s existence.

0.1 Key findings

The founding of provincial-level agencies, each of which is discussed individually in
section 2, supports the following arguments:

Regional networks and specialisations were present at the founding of the state security
system. Provincial organs were an important part of the state security apparatus from
the very beginning. In all documented cases, the heads of the first 14 provincial-level
state security organs were selected from within the region rather than the MSS or its
predecessor agencies in Beijing. In Zhejiang, the state security chief was a close ally of
the provincial party secretary and future Minister of Public Security Wang Fang F-75.
Uniquely among the 14 agencies studied in this paper, the government of Liaoning
province purportedly organised the establishment of its state security department on
its own initiative. These findings support the value of studying provincial-level organs
for their own sake.

Investigation departments were an important foundation for the state security system
across the country. Although several accounts have claimed that the founding of the
MSS was motivated in part by party leader Deng Xiaoping’s desire to neuter the Cent-
ral Investigation Department and its leader, Luo Qingchang % F ., its legacy remains
important to understanding the state security system. The state security system was
built on a growing network of investigation departments, five of which are described
for the first time in this paper. Investigation department personnel were well represen-
ted in the leadership of provincial-level state security organs, including one individual
who was reportedly a close associate of Luo Qingchang. The first state security chiefs
in Shanghai and Fujian came from investigation departments.

Public security organs contributed expertise in foreign intelligence operations, surveil-
lance and technological research — not just counterintelligence and security work — to
the state security system. They also supplied the majority of personnel in the state secur-
ity system. Before the MSS’s founding, the Ministry of Public Security (MPS, AZ#[)
carried out significant foreign intelligence operations and ran double agents in the
Taiwanese and US intelligence communities. The security units that executed these
operations were mostly incorporated into the state security system. Public security
technology units — one of which lives on as a major MSS research institute — were
also subsumed by state security departments in several provinces. In one province, as
many as 80% of state security officers were probably transfers from public security
agencies.

1 The birth of a nationwide state security system

The origin of China’s state security system is far more complicated than generally
understood.' Prior to the MSS’s July 1983 founding, the MPS and the Central Invest-

BFor secondary literature on the MSS’s founding, see Guo Xuezhi, op. cit., pp. 363 sq.; Inkster, op. cit.,
pp. 54-57; Roger Faligot, Chinese Spies: From Chairman Mao to Xi Jinping, Scribe Publications, pp. 147-153;
Peter Mattis & Matthew Brazil, Chinese Communist Espionage: An Intelligence Primer, Naval Institute Press,
2019, pp. 53-56.


https://www.cambridge.org/core/books/chinas-security-state/BA7B22062E13C003ADBFCEE3A1E05663
https://www.routledge.com/Chinas-Cyber-Power/Inkster/p/book/9781138211162
https://scribepublications.com.au/books-authors/books/chinese-spies-9781925849639
https://www.usni.org/press/books/chinese-communist-espionage
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Figure 1: The leadership of the MSS, probably photographed before Minister Ling Yun’s &z (2" row, 7t
from right) dismissal in 1985.1°

igation Department (H19¢ 1 # &) were the country’s primary civilian intelligence
and security agencies. The latter specialised in foreign intelligence work, and posted
personnel to Chinese diplomatic missions around the world.'* But the MSS, like the
state security system as a whole, was not created through a simple amalgamation of
the Central Investigation Department and counterintelligence units of the Ministry
of Public Security (fig. 1).

Upon its creation, the MSS subsumed most if not all of the Central Investigation De-
partment.’® Then, several bureaus of the MPS, not just its political security bureau
(responsible for counterintelligence and controlling counter-revolutionaries), contrib-
uted personnel to the MSS.!” An October 1983 MSS directive indicates that person-
nel from ‘intelligence posting’ ([EJKIE, possibly referring to the work of placing
officers in undercover posts) and ‘technological investigation’ (FZ R{{Z, e.g., elec-
tronic surveillance) areas of public security agencies were also moved into the state
security apparatus.'®

Other agencies contributed to the MSS too. An unknown number of United Front
Work Department officials and military signals intelligence, communications and tech-
nology intelligence personnel (from the Commission of Science, Technology and In-
dustry for National Defence) were transferred into the MSS, according to an official
source.”” Although not specifically discussing the MSS’s founding, an internal MSS
textbook from 1995 stated that the military was a major source of state security per-
sonnel. The ranks of the MSS were also supplemented by new university graduates and

4Guo Xuezhi, op. cit., pp. 353 sq.

BSSource: 13, iFFR N AR, 22 At 2012, pp. 22 sq.

16A detailed but unreferenced book by the Taiwanese researcher Kuo Jui-hua states that some Central
Investigation Department personnel were transferred to the Committee for Organs Directly Subordinate
to the Central Committee (FF3LH1 R EEHL X ZE R L), a largely unstudied entity that oversees ‘party-
building work” within central agencies. SRR FE, IS TAEAH RS R am, 5% R &R, 2004,
p- 132.

7S8R, op. cit., p. 133.

18 RTAZH BRI ALY AR B R 8 A °, A5, B R 22 28K, Fl1%H, 24 October
1983, in FKHHHE, ed., HAE N RILATEREAEIEMRREE AL, AR RHIRAL, 1990, pp. 1495 sq.

19“Ministry of State Security of the People’s Republic of China (& A\ RFELAIEE R L2y, AR
[, 31 July 2012. See also ¥PEHFE, op. cit., p. 13.


https://www.cambridge.org/core/books/chinas-security-state/BA7B22062E13C003ADBFCEE3A1E05663
https://archive.ph/krUSY

Joske

individuals ‘selected and transferred over from society’ (probably referring to indi-
viduals from other government work units such as foreign affairs agencies).?

2 Provincial agencies

A similarly complex process of bureaucratic reforms led to the creation of the first
state security departments® and bureaus at the provincial level (table 0).?? They covered
all nine regions with investigation departments — generally wealthier coastal provinces
— as well as key border regions where no investigations departments are known to
have existed (Xinjiang, Guangxi, Heilongjiang and Inner Mongolia).

The State Security Department of Liaoning, bordering North Korea, was founded in
late 1983. It was the first state security organ established outside the initial wave ac-
companying the MSS’s creation. Jilin Province, bordering North Korea as well as the
Soviet Union, established its State Security Department soon after in 1985. The Hainan
State Security Department was created in 1989 after the island, previously admin-
istered as part of Guangdong, received provincial status.”® The Tibet State Security
Department was probably formed around this time too.?* The remaining 14 provin-
cial organs were established between 1993 and 1995.%

Table 0: Predecessors of key provincial state security organs

. Investigation Public security MPS intelligence
Region
department department / bureau office
Beijing * *
Shanghai * * *

DT & I, op. cit., p. 157. Graduates of the University of International Relations ([EFR>¢ 2%
F) in Beijing have been a major source of MSS personnel. Originally a Central Investigation Department
training school, the university is managed by the MSS.

ZNote that nomenclature can vary between provincial-level organs. Beijing, Tianjin, Shanghai and
Chongging are provincial-level cities. However, their agencies follow the nomenclature of cities rather
than provinces. This means that Beijing is home to a state security bureau (J&}), while provinces such as
Guangdong are home to state security departments (JT). Autonomous regions such as Xinjiang and Guangxi
are provincial-level units and follow the naming conventions of provinces. When this paper refers to ‘pro-
vincial organs’ or ‘provincial-level organs’, this should be understood to include provincial-level cities and
autonomous regions. However, the Central Investigation Department’s counterparts in both provinces and
cities were all called investigation departments (J&ZEH).

22See references to the ‘Tmplementation Plan on Constructing Regional Organisations of the Ministry
of State Security’ (3T 20 2 [E R % 2 Fh i 75 AL A St 75 Z€) from the Central Security Leading Small
Group (22T /M), sent out by CCP General Office in 1983 (numbered document 48), in FF[E|$
FERNE S BIAX A LR TR 1925.3-1987.12, INEE i N R HHRRAE, 1995, p. 620; I FEiLI% B 1A X377
ERMBEZARR; DR, ed, | TUEE: AZE, | PHAREARK, 2002, p. 196.

BHES R R B HA R TTR, ed. by IR ERHLEE, PHIFHEEREETRZ, BHE
FEESF (T8) | 2001, p. 214.

24In 1987, the Tibet Autonomous Region Party Committee requested permission to establish a state
security department with 600 staff. In August 1988, it issued a decision to establish the Tibet State Security
Department, but it’s unclear exactly when the department was actually created. In Ningxia, nearly two
years elapsed between the Regional Party Committee’s decision to approve the formation of the Ningxia
State Security Department and the Department’s establishment in November 1995. ‘12 A 22 H’, FijEfE
28 A 5 B, PURRTESR; T E R EId, TE ARMAAL, 2000, pp. 200, 279.

25 Mattis, op. cit.


https://archive.ph/HF3hM
https://archive.ph/hIekY
https://archive.md/i5zyo
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Tianjin * *

Guangdong * * *
Zhejiang * *

Jiangsu * *

Fujian * *

Shandong * *

Inner Mongolia *

Heilongjiang * %20 (speculative)
Yunnan * * *
Guangxi *

Xinjiang *

Liaoning * *

Studying the state security system’s creation sheds new light on its predecessors.
This paper adds detail on provincial investigation departments. The Beijing, Tianjin,
Zhejiang, Jiangsu and Fujian Investigation Departments have not been documented
in scholarly literature before, and this paper also identifies sub-provincial investiga-
tion departments in Changzhou and Qingdao.?’ It also raises the possibility that other
investigation departments, perhaps including in Xinjiang and Heilongjiang, remain to
be discovered in historical records.?®

Setting up the first local state security organs meant first abolishing these invest-
igation departments and essentially rebranding them as state security departments.
Shortly after, personnel from public security organs were transferred to these state
security agencies. Especially in provinces without investigation departments, state
security organs were often only established months after the MSS’s founding.

The movement of public security personnel and resources into state security organs
was probably a gradual process fraught with bureaucracy. Only in 1984 did the MSS
issue a directive on how provincial agencies should handle the transfer of budgets,
facilities, equipment, vehicles and other capital from public security units.?’ An Octo-
ber 1983 directive provided guidance on whether and how public security units should
transfer archives and files, such as records on foreign visitors to China, to the state
security system.*

Although investigation departments were a foundation for at least nine provincial
state security organs, they were relatively small. Public security organs contributed

26Sources attest to the MPS Northeast Office having an intelligence station in Dalian. It is unclear where
the headquarters of the MPS Northeast Office were, but Harbin, one of the northeast’s largest cities and the
capital of Heilongjiang province, would be a logical seat for the office, or at least a subunit of the office. As
an anonymous reviewer pointed out, Changchun, the capital of Jilin province, would be another possible
seat for the Northeast Office. See WIEIT T ..., vol. 2, p- 182.

27Michael Schoenhals referenced the Shandong, Guangdong, Yunnan and Shanghai Investigation De-
partments in his 2010 paper on the department. JiE 5, & T HEH =5 o E TR R EE ), Y
FRHE S 17.2, 2010, pp. 100 sq.

%However, in their memoir, former Central Investigation Department officers Hao Ting #f{] and
Zhang Zhonge T8I} criticised department chief Luo Qingchang & & < for not establishing invest-
igation departments in regions bordering the Soviet Union, so it’s unclear whether such a policy was ever
pursued.

PRTFE R 22T (J5) AR, PIB S AN IEAr, [1984] [EH% () 7 001
5, ERZEH, N & WBHE via ZHE S A\ RS IIM.

0 KT AZHIBEFR..


https://archive.ph/xfLJC
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more personnel and MPS ‘intelligence offices’ brought meaningful foreign intelli-
gence experience. As detailed below, more than a fifth of provincial public security
personnel in regions such as Shandong and Heilongjiang were transferred to the state
security system. They included counterintelligence officers and technical personnel.
Indeed, scientists and engineers from the public security system were probably an
important part of the MSS science and technology program. For example, the MSS’s
Nanjing Institute of Information Technology was originally a Jiangsu Public Security
Department unit.*!

MPS intelligence offices were probably entirely incorporated into the state security
system and made important yet overlooked contributions to its foreign intelligence
work.* For example, the first head of the Guangdong State Security Department came
from the MPS South China Office. While the MPS is mainly known for domestic se-
curity work, it has carried out foreign operations from its earliest days. The MPS
maintained intelligence units in Yunnan, Liaoning, Guangdong, Shanghai and pos-
sibly Heilongjiang that specialised in cross-border clandestine operations and coun-
terespionage. These units were based in the provinces, but were part of the central
MPS rather than local public security organs.*®

3 The first fourteen state security departments and bur-
eaus

This section documents the founding of the first fourteen provincial-level state se-
curity organs, focusing on the organisations that contributed to their creation and
relevant details about personnel.

3.1 The Beijing State Security Bureau

The Beijing State Security Bureau (SSB) was established from parts of the Beijing
Public Security Bureau in May 1984.3* However, some personnel appointments and
reorganisations were made in 1983, in advance of the SSB’s formal establishment. For
example, Min Buying [X]25J from the Beijing Public Security Bureau was appointed
head of the SSB in December 1983.%

ST EE: NRE, BEAHIRL, 2000, p. 39.

32No scholarly accounts of the state security system’s creation mention these offices. They are usually
referred to in Chinese as MPS offices or MPS-subordinate offices (A ZZ 37 ZAL). A 1984 MSS directive
implies that these offices, like provincial investigation departments, were wholly incorporated into state
security organs. Their size is unclear. See ‘XTI ER L 2T ().

330n the activities of these units, see Alex Joske, ‘Secret police: The Ministry of Public Security’s clandes-
tine foreign operations’, Sinopsis, 25 January 2022.

MR R, ALTERAE, PEARNZ R MIRE, 2004, p. 2.

B bR AN RIRE RS SCHRERHL S, 1949-1993, AL H AR L, p. 1324. For a reference to Min’s
past, see ‘AL TTAZ RIS, AL via IAREL B EYITE, 20 Mar. 2020.


https://archive.ph/xfLJC
https://web.archive.org/web/20220302150550/https://sinopsis.cz/wp-content/uploads/2022/01/mps0.pdf
https://web.archive.org/web/20220302150550/https://sinopsis.cz/wp-content/uploads/2022/01/mps0.pdf
https://archive.ph/eC2FL
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A Beijing Investigation Department was established at some point before presumably
being subsumed by the SSB.>® At least one PLA signals intelligence officer moved into
the Beijing SSB around the time of its founding.”’

3.2 The Fujian State Security Department

The Fujian State Security Department (SSD) is first attested in the sources consulted
in August 1983.%® Although no documented sources describe its founding, it was prob-
ably formed from the Fujian Investigation Department and parts of the Fujian Public
Security Department.

Jin Gong ¥ I from the Fujian Investigation Department was the first head of the
Fujian SSD.*” Jin was a highly experienced officer with a long background in foreign
intelligence work. After rising to the senior levels of the Central Social Department
(g4t 2=3F) during the Civil War, he was appointed to head the Foreign Investig-
ation and Research Bureau (E4MEZ 5T /A) of the Central People’s Government
Intelligence Administration (FH 9 A RBUN IR 5 3), a short-lived central intelli-

gence organ that was disbanded in 1952.%°

Several other ex-Investigation Department officers served in the Fujian SSD leader-
ship. Shi Zhichun 7% 4fi, a member of the Fujian SSD party committee in 1984,
probably worked for the Central Investigation Department when he was posted to
Tanzania as China’s chargé d’affaires in the 1960s and to Tehran as the representative
of China’s civil aviation administration in 1974.*! Shi may have been involved in the
exfiltration of Japanese Communist Party leaders in 1950.** Former Fujian Investiga-

3¢Yang Xin f#iX of the Beijing Investigation Department joined the Beijing State Security Bureau upon
its creation. #5R[H, ed., KIEWEFMMHA: 5 1 %, p- 250. Liang Zhanxiang 7 B4 a former public
security officer, headed the Beijing Investigation Department. @i, ed., LIPEZEDE TV T NizshsHiE
Y2, LLPg AR AR, 2008, p. 136.

7 BRI 19862010 T, J7asHRAt, 2017, p. 1230.

SRR 0 A\ Pt XN, A oSk R, vol. 2, 2007, p. 648.

$1bid.

40 According to Wang Jun F-¥E, a former senior officer in the Central Social Department and Investig-
ation Department, the Intelligence Administration (sometimes translated as ‘Information Administration’)
was established in 1949 to provide cover for intelligence work and to facilitate coordination with PRC
foreign affairs organs and local governments. Since most of the Central Social Department’s intelligence
functions had been taken up by an agency that did not officially exist and sat outside the civil bureaucracy
— the Central Military Commission (CMC) Liaison Department — the Intelligence Administration may
have been a channel for the CMC Liaison Department to engage with other party-state organs, local gov-
ernments and everyday citizens. T3, * IRA] TR R . TR TEBIAIRE 7T N R R FE SR —LEE 12,
in ZEZERAROCEE, 1989, pp. 161 sq.

The Intelligence Administration was dissolved in early August 1952 and its remnants moved into milit-
ary intelligence organs (probably the CMC Liaison Department, the immediate predecessor to the Central
Investigation Department), the Ministry of Foreign Affairs Intelligence Department (14 7, the prede-
cessor to today’s Information Department 7/ F]) and Ministry of Public Security. Apart from its Central
Office, the Foreign Investigation and Research Bureau (also translated as the ‘External Investigation Bur-
eaw’) is the only known unit within the Intelligence Administration. ¥4 4m$il {&# X £Fi%&%, L, A
Rk, 1986, p- 6; ‘Details concerning abolition of the Information Administration of the Government
Administrative Council’, Central Intelligence Agency, 6 Oct. 1952.

41Shi’s SSD role is attested in a Fujian government document: ‘MUY (FAE N\ R ILFIE K7 I5),
fREEE: SPHE, 2004, via fEEE AN REBUF MNP0 %, His overseas postings are attested in state
media reports. ‘ SIS HFEZTHRRAFRERAEL , ARHIR, 10 June 1964; * L+ F BT R
HFIKIRRE ", NRHH, 19 May 1968; < FIEEMFHIA K IFS A ZIAEE 2, AR HK, 28 Nov. 1974;
PO O A S AT E R A E ), AR B )R, 9 Dec. 1974,

42 An account describes Shi Zhichun f574fi as one of several individuals in the Tianjin Bureau of the
CMC Liaison Department responsible for the 1950 exfiltration (although it gives the year as 1951). Although
the middle character is different from that in the name of the Fujian SSD Shi Zhichun’s, this may be a typo


https://web.archive.org/web/20230916084555/https://www.cia.gov/readingroom/docs/CIA-RDP83-00415R012900010002-5.pdf
https://web.archive.org/web/20230916084555/https://www.cia.gov/readingroom/docs/CIA-RDP83-00415R012900010002-5.pdf
https://archive.ph/6Iz2P
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tion Department deputy head Wu Jizong SR45% was also one of the original deputy
heads of the Fujian SSD before becoming its leader in 1994.4

3.3 The Guangdong State Security Department

The Guangdong SSD was formed on the basis of at least three separate organs: the
MPS South China Office, counterintelligence elements of the Guangdong Public Se-
curity Department and the Guangdong Investigation Department. Its relatively well-
documented establishment provides an example of how public security units were
gradually transferred to the state security system. The SSD’s origins also show that it
had substantial foreign intelligence capabilities from the beginning.

The first head of the Guangdong SSD, Zhang Youheng 5K & H came from the MPS
South China Office, which was probably entirely incorporated into the SSD.* The
MPS South China Office was the most prominent MPS intelligence office and handled
several assets inside foreign agencies, including Central Intelligence Agency linguist
Larry Chin.®

As for the Guangdong Public Security Department, an official history states that its
Imperialist Counterintelligence Division (7 [E 3 4555, HIEAMIER4L) was disban-
ded in July 1983 and placed under the SSD. The Public Security Department’s Overseas
Chinese Protection Division (f6fFf& TLAL), a diaspora-focused counterintelligence
and security unit that was also known as the provincial Overseas Chinese Affairs Of-
fice Protection Division (fff55 72 Z R TIAL), was disbanded and its responsibilities
(and staff, presumably) split between the SSD and the Public Security Department. An
investigation force ({liZ ABA) directly subordinate to the provincial Public Security
Department was also transferred to the SSD in December 1983.% Official histories do
not mention whether technical surveillance staff were also moved to the SSD.

Guangdong probably had the largest investigation department of any province owing
to its proximity to Hong Kong. An internal document stated that 200 Guangdong
Investigation Department officers were sent to a ‘May 7’ Cadre School during the
Cultural Revolution, whereas the Shanghai Investigation Department employed fewer
than 50 staff in 1961.*

or an alias. As an anonymous reviewer pointed out, one 1963 People’s Daily report also used the characters
A4 for the Shi Zhichun at the PRC Embassy in Tanzania. No other references could be found to a £ 541
in the Tianjin Bureau or related intelligence organisations. The Fujian Shi Zhichun’s foreign intelligence
experience is consistent with a past in the Tianjin Bureau. ‘48 KMY: #¢5E4 — PNHEIHELAIIERIIE,
REEFH via KM, 17 Oct. 2019; ** ANEMLPA * #9772 5T ok— R A SR A BALY, H WL,
17 June 2020;  FIHE LS VEMERLES . AR BR, 15 June 1963.

SRR T AW AR T SN, AR RSTRREH RRAL, 2007, voll. 2, pp. 200 sq.

M, BCE - ILEEN W EIZ S, Bl E], 2015, p. 186; “TRLN A & & 41, 4K Home.
Zhang Youheng led the Guangdong SSD until 1987: * NS5, BB AR via T HRE A REBUH, no. 4,
1987.

$yoske, op. cit.

46The investigative force was established in 1980 to manage the investigation of major cases related to
state security. | /R i 1979-2000: 28 1%, 77 & HARL, 2014, p. 452.

TIEBLIE (ALiR) KRB FR0E , hh R ERIUSIILR, p. 1, in FIHEZHR
SCHRBTRRC SN S — 88—\ = 3 rp AR —, fh L RRIRSS 0, 2004. On the
Shanghai Investigation Department, see ‘1962.4.29 H1t: [T ZHE Al LIS TH OO L (B%5),
Hr 3 [ SR 29 Apr. 2015. Official histories contradict each other regarding the date of the Guangdong
Investigation Department’s reconstruction following the Cultural Revolution. One source states it was re-
established in August 1973, while another claims it only happened in August 1978. The earlier date would
be consistent with the Central Investigation Department’s re-establishment earlier in 1973. FRE L= 48
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3.4 The Guangxi State Security Department

The Guangxi SSD was established in September 1984 from parts of the public security
department’s technical investigation and counterintelligence divisions.* No invest-
igation department is known to have existed in Guangxi.

3.5 The Heilongjiang State Security Department

The Heilongjiang SSD was officially established in November 1983 and allocated a
total of 330 staff, making it just over half the size of the Heilongjiang Public Security
Department. Of the SSD’s initial staff, 124 were transfers from the Public Security
Department.*’

While there is no direct evidence of an MPS intelligence unit in Heilongjiang, it is
highly likely that one existed and was incorporated into the SSD. The MPS North East
Office (<4t 7pHAL) had a branch in Liaoning Province’s Dalian city, and its name
suggests that it had a presence across the region that includes Heilongjiang.>

3.6 The Inner Mongolia State Security Department

The Inner Mongolia SSD was established in May 1984 from the Inner Mongolia Party
Committee Political Research Office (EXJAfiff %% %) and parts of the Public Security
Department’s 1°* and 8 Divisions (probably respectively responsible for counterin-
telligence and technical capabilities).>!

3.7 The Jiangsu State Security Department

The Jiangsu SSD was established from the Jiangsu Investigation Department in Septem-
ber 1983.°% Only in January 1984 were public security personnel, including a major
technological research institution, transferred into the SSD.

The first Jiangsu SSD head, Qiu Lu %, had been a deputy head of the provincial pub-
lic security department.>® At least two of the original Jiangsu SSD deputy heads, Zhou
Xiaoliang J& X & and Hua Hengshuan {£E#%, came from the Jiangsu Investigation
Department.®

An official history states that the Jiangsu Public Security Department, ‘in accord-
ance with the Central Committee’s relevant regulations’, transferred the entirety of
its Technology Division (£ RK4L) and Science and Technology division (£} $74L),
and three sections of its Political Protection Division (B{f#4L) to the Jiangsu SSD in
January 1984.%° The Public Security Department’s Science and Technology Division

REHALLERL, T, TSR HAREL, 1996, p. 140; | AREE 1979-2000 25 5EIR-BEAR AR, 77EHR
*k, 2014, p. 114,

BRI, ed., | IHEEALE, | PG AR AR, 2002, p. 19.

BERIR, ed., BRILEES 60 BBAGE, BT RHAREE, 2003, pp. 597 sq.; B, BT EE
NS, BT AR EMAL, 2001, p. 118.

SO DIEIL ..., vol. 2, p. 182.

SURRE 77 57 NS TR X AR R 1925.3-1987.12, INEE 7 AR HEARAE, 1995, p. 620. See also
biographical details of the SSD’s Fan Tengbo YEM&K: W AP KEEIL, LR N R RRAE, 1998, p. 443.

SRR E TR TG G S Bk 1922 F-1987.10, B R HHAREL, 1993, p. 847.

SIbid,; TLAEE: A&, p. 42.

540n their Investigation Department roles, see HEF: =3 LR B L L TR, p. 546.

STTHEE. ., p. 40.
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was established in April 1979 with a staff of 75, and was outwardly known as the Ji-
angsu Province Public Security Science and Technology Research Institute (L77 & 23
LZREEFRIFSE AT This institute is now known as the Nanjing Institute of In-
formation Technology (Fd {5 EFARIFFLFT) or the Nanjing 841 Research Institute
(F {841 Ff52 ), and may be directly subordinate to the MSS rather than the Jiangsu
SSD.Y’

Jiangsu’s Changzhou city also had an ‘Investigation Group’ (i & £H) — probably a
local station of the Jiangsu Investigation Department. The Investigation Group was
disbanded upon the creation of the Changzhou State Security Bureau in June 1984.
For cover purposes, it was externally known as the Changzhou Second Foreign Affairs

Office (3B ZAMEIAE).®

3.8 The Liaoning State Security Department

The Liaoning SSD was the first department established outside the initial tranche of
13 provincial state security organs. Its creation in July 1984 makes it older than one
of the original 13 organs, the Guangxi State Security Department. But Liaoning’s SSD
was the first one created on the initiative of a provincial government, according to
one of its founding officers, Lii Fu 5 &.> In other words, the first 13 organs appear
to have been established as part of a central plan, while Liaoning was created outside
of this plan.

Li claimed that the decision to create the Liaoning SSD was driven in part by the
province’s strategic location for national defence and ‘the complexity of the interna-
tional environment in neighbouring regions’ (i.e., North Korea and the Soviet Union).
Another reason Lii gave was that the Liaoning Public Security Department was pre-
occupied with criminal cases and placed comparatively little emphasis on the ‘covert
battlefront’.*°

Public security organs were the entire foundation for its creation. However, the Liao-
ning SSD was not without foreign intelligence experience. It subsumed the MPS North-
east Office’s Dalian Intelligence Station, which probably engaged in operations target-
ing North Korea, South Korea and ]apan.61 The head of the Dalian Intelligence Station
became a division chief in the SSD.%?

3.9 The Shandong State Security Department

The Shandong SSD was created at some point in 1983 and is described by an official
history as the successor to the Shandong Investigation Department. Upon its found-
ing, the SSD had just 46 staff. It is most likely that all these officials came from the
Shandong Investigation Department, which had 48 staff in 1982.%

By 1984, the SSD had grown to 238 staff. This was probably the result of an influx of
personnel from the Shandong Public Security Department. In 1983 the Public Secur-

Ibid., p. 39.

57*Nanjing Institute of Information Technology’, China Defence Universities Tracker.
SSrpE P TR A N TSR B 1926. F-1987.10, p. 129,

59 WAEL ..., vol. 2, p. 179.

%Tbid., vol. 2, pp. 179 sq.

611bid., vol. 2, p. 182.

2ERFE, ed., RIEATE: ARE, 71ttt 2004, p. 767.
SUZRAFRETREE =, (IRE A\FR, 1987, pp. 54 sq.
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Figure 2: MSS Vice Minister Wang Jun 3§ speaking at the SSSB’s founding (circa 1984).%

ity Department underwent an ‘organisational reform’ through which its staffing was
reduced by 115, over a fifth of its workforce, compared to the previous year.**

Qingdao, a major port city in Shandong that had been under German and then Ja-
panese colonial rule, also had its own investigation department. While no details are
known about the Qingdao Investigation Department, it was disbanded upon the cre-
ation of the Qingdao State Security Bureau in April 1984.%°

3.10 The Shanghai State Security Bureau

The Shanghai State Security Bureau (SSSB) was founded in January 1984 on the basis
of the Shanghai Investigation Department, the MPS Shanghai Office and parts of the
Shanghai Public Security Bureau (fig. 2).%

Ding Shenglie T 713! was the first SSSB chief and had a background in the Central
Investigation Department and Shanghai Investigation Department. An ethnic Korean,
Ding was sent to Seoul to carry out clandestine operations during the Korean War.*’

The Shanghai Investigation Department was created in 1955 from the Central Milit-
ary Commission Liaison Department’s Shanghai Liaison Bureau.®” Despite being one
of the oldest investigation departments, the Shanghai Investigation Department was
probably relatively small. An online copy of a secret report from the department states
that it had fewer than 50 staff in 1961.7°

%4Note that public security organs across the country transferred labour camp (572X) responsibilities
to justice organs during the same year, so not all personnel losses from 1983 can be attributed to the State
Security Department’s creation. LLIZR AZFHFELEEL., loc. cit.

See “H L, H BB,

sorptt bifgat ks, B SR AERBEH AR, p. 155. For an example of a public security bureau officer
who moved into the SSSB, see T*H 44 2008, FHES 11 HikRAL, 2008, p. 555.

%7See biography of Ding in T4 & B HHE, eds., PIEFELH EFELFE 10 & AWEER, HE
s AL, 2016, pp. 268-73.

%8Source: T3, IEFEX AR, p. 31.

SOURTTASTRIRTL I F AL A2 5%, URTLIER 4L, p. 30; FRIEHL =W LU GRS 5 B BN R &
T I 1949.10-1966.5, 33 5B R AL, 2000, p. 426.

70°1962.4.29 Witk T REE I RIgRHEINAA TS TR (42%) °, FrALEsERL 29 Apr. 2015,
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Figure 3: Japanese Communist Party leader Tokuda Kyuichi (left) in Beijing with CCP intelligence chief
(and future Central Investigation Department head) Li Kenong, 1950.74

Perhaps speaking to Shanghai’s important role in intelligence work, in February 1983,
party leader Chen Pixian B/ {Z. held a meeting with representatives of the Shanghai
political-legal system, the Shanghai Public Security Bureau and the Shanghai Investig-
ation Department to ‘hear their thoughts on establishing the MSS”.”" Such consultative
meetings have not been documented in other regions, but presumably took place in

some.

3.11 'The Tianjin State Security Bureau

The Tianjin SSB was established in December 1983 from the Tianjin Investigation
Department and parts of the Tianjin Public Security Bureau.”?

Tianjin was home to a substantial public security bureau and investigation depart-
ment. Each had a prominent history of intelligence operations owing to Tianjin’s
longstanding international connections and proximity to Japan. For example, the pre-
decessor to the Tianjin Investigation Department, the military’s Tianjin Liaison Bur-
eau, successfully exfiltrated Japanese Communist Party leaders Tokuda Kyuaichi {2 H
BR— and Nosaka Sanzo ¥73x 2 = to China in 1950 (fig. 3).”*

Both the Tianjin Public Security Bureau and the Tianjin Investigation Department
contributed substantially to the Tianjin SSB, making it perhaps one of the largest state
security system organs at the time. An official Tianjin history states that a total of 815
public security bureau officers were moved into the Tianjin SSB around the time of its
creation in December 1983. They included the entirety of the public security bureau’s
5t and 9t divisions, and parts of its 1%, 3'¢ and 4 divisions (the exact responsibil-

7 EBCETFR A EBOEE, Rl AR HAREE, 1998, p. 887.

TR, AR, R SR AR i RE, 2001, p. 175.

73 NEARBA > ()7 S BTk ——[EN 2 AR A SEAG B, RN, 17 June 2020.
"Source: F3E, RN =, p. 31.
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ities of each division are unclear, but 1% divisions were usually counterintelligence
units).”

Zhao Shiwen /i X from the public security system was the first head of the Tianjin
SSB.”® Zhao had experience in counterintelligence work as a deputy chief of the MPS
1% bureau in the 1960s.”” Zhang Xiao K%, one of the original Tianjin SSB deputy
heads, had been a division chief in the Tianjin Investigation Department.”® Liu Feng
Ml was the last head of the Tianjin Investigation Department and may have been
an original deputy head of the Tianjin SSB.”

3.12 The Xinjiang State Security Department

The Xinjiang SSD was founded in December 1983 on the basis of the Xinjiang Public
Security Department’s Political Protection Division.®’ No further details were avail-
able about the creation of the SSD.

3.13 The Yunnan State Security Department

The Yunnan SSD was officially established on 1 January 1984 with Sun Bozhen #MF
as its head and Tao Ruzhen F&{%32 as deputy head.®! Shortly before this, in December
1983, the Yunnan Public Security Department’s counterintelligence units were placed
under the Yunnan SSD, although the SSD’s creation hadn’t been announced yet.®?
Official accounts omit two other components of the original Yunnan SSD: an MPS
intelligence unit based in Yunnan and the Yunnan Investigation Department.

The MPS Yunnan Office (z B/ $4L) was an important source of personnel for the
new Yunnan SSD. Outwardly known as the Yunnan Provincial Committee 1 Office, it
was one of a handful of outposts established by the MPS for cross-border intelligence
operations.®> One biography of a former Yunnan SSD division chief states that she
worked in the Provincial Committee’s 1% Office until, in early 1984, the 1% Office and
5th Office were combined to create the Yunnan SSD.** A former MPS Yunnan Office
official became the first head of the Yunnan SSD’s Political Department.

Likewise, there is strong evidence that Yunnan was home to an investigation depart-
ment in the period immediately before the SSD’s establishment. On the one hand, a
provincial government history claims that the Yunnan Investigation Department only
existed between 1955 and 1957.3¢ However, the same official history references the
Yunnan Investigation Department’s role in having written a report in 1979.57

PELRL, ed., REIEGAZLE, REARHIAL, 2001, p. 406.

TORBARYEE-REET NRRERR LHE R ARHIL, REARHRRE 1994, p. 81.

eIt BEAHARAL, 2014, p. 231.

BRI, ed., REgAL#E LN, 2T R AR, 2004, p. 80.

TOILRH AL i s, ILFHTT A%, 1988, p. 68.

SOFTHR 40 FLEEE, HEGE HIRAL, 1995, p. 62; HT3E ERLET, HEIRERE B HARL, 2002,
p- 306.

8L, AR 1987, AR RS, 1987, pp. 198 sq.

R RTAEEA 56: NLE, ~ra ARUARAL, 1996, p. 237.

83Joske, op. cit.

ENK, ed., FFER MR, IE T ARG, 2005, vol. 1, p. 438.

SSFERIN, ed., FIEDERIEAFHINPY IR, | P9 RIE AL, 2002, p. 470.

SRMEE: & 43 PHAMEES, =8 ARG, 2000, p. 230.

87The provincial committee history references the Investigation Department’s role in having written a
report on policy towards Nationalist prisoners of war held by the PRC. Ibid., p. 746.
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Figure 4: Huang Rongbo (L) and Wang Fang (R), undated.”

More evidence of Yunnan Investigation Department existence during this period comes
from biographical details about Shi Erfu Jifi/Rff. One short biography describes him

as having served as deputy head of the Yunnan Investigation Department, when no

such person is named in an official list of the department’s leaders during the 1955-57

period.® Shi probably held this position in the early 1980s, because he is also recorded

as ‘concurrently’ serving as a deputy head of the Yunnan United Front Work Depart-

ment starting in June 1981.%° This type of cover is typical of investigation department

officers. In the final years of the Investigation Department, senior officers such as

Shi were systematically covered as deputy heads of united front work departments at

central and provincial levels.”

3.14 The Zhejiang State Security Department

The Zhejiang SSD was founded on 12 January 1984 with the dissolution of the Zhe-
jiang Investigation Department.”’ In March 1984, counterintelligence units of the pro-
vincial public security department were placed under the SSD.?? The biography of one
officer indicates that some technology researchers from the public security depart-
ment also moved into the SSD.”

Huang Rongbo FE R (I was selected as the Zhejiang SSD’s first head, and may serve as
an example of regional networks within the state security system because of his close
ties to Zhejiang party leader Wang Fang F 7. Huang had been secretary to Wang
in 1965, and after the Cultural Revolution worked closely with him on the trial of the

88 A N T EL R O R R R VAN A, = N R AR AL, 1988, p. 180. Cf. an official list of
Yunnan Investigation Department leaders: Zs F & ..., p. 230.

81bid., p. 224. This phenomenon can also be observed with senior CID officers in the post-Cultural
Revolution period in Shanghai and Guangdong, as well as CID Deputy Head Xiong Xianghui’s A& [A] i
concurrent appointment as a UFWD deputy head.

PTbid.

NTEREEE, YRR EAIHERZECSE: WL 60 4FARZEIL, WL AR HIARAL, 2009, p. 312.

LHRTLIEE: £ 20 B WL, WL AR, 2018, p. 32.

BilfE )\ H4EE 1925-2005, 2005, p. 124.

*Source: ‘F77 [A A, HHEBUR M, 10 Nov. 2009.
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Gang of Four.”” At the time of the Zhejiang SSD’s establishment, Wang was Zhejiang’s
party secretary. In 1987, Wang was appointed head of the MPS (fig. 4).%°

An MSS training college, the Zhejiang Second People’s Police Academy (7L2E — A
2P M), was established in 1985 in a ceremony attended by SSD chief Huang
Rongb0.97 This institution may be subordinate to the MSS itself, as it is sometimes
referred to as the Hangzhou campus of the MSS’s University of International Relations
and trains personnel from across the country.”

4 Conclusion

Analysing the creation of provincial-level state security organs leads to several spe-
cific observations, in addition to the broad arguments presented in section 0.1 above:

There is strong evidence for significant local culture and networks in provin-
cial state security agencies. In all cases where sufficient biographical informa-
tion is available, the first heads of provincial organs were selected from within
the province. Zhejiang province provides an example of the close relationships
between provincial SSD officials and their provincial government.

The creation of the state security system built on an existing and growing net-
work of investigation departments in at least nine provincial jurisdictions. The
fact that provincial organs were already an important part of the intelligence ap-
paratus before the MSS’s founding is also supported by the fact that the Shang-
hai Investigation Department and Shanghai Public Security Bureau were con-
sulted by a central party leader in the lead up to the MSS’s creation.

The transfer of personnel, facilities and capital from public security organs into
the state security system was staggered and took many months in some prov-
inces. However, the public security system ultimately contributed not only coun-
terintelligence personnel but also technical specialists, including researchers,
and foreign intelligence officers to the state security system.

In many provinces, investigation departments were small and their personnel
therefore made up a smaller share of the state security system. Despite this,
investigation department veterans were well represented in the leadership of
many state security agencies. Such veterans were chosen to lead the Fujian SSD
and the Shanghai SSB.

The vast majority of state security personnel came from the public security ap-
paratus rather than investigation departments. Although information on staff-
ing numbers is still scarce, one province’s state security department was around
half the size of its public security department in 1984.

While an official source states some UFWD personnel contributed to the MSS’s
creation, no examples of this occurring at the provincial level were found. This

SEIR, IBE, WL AR HRRAL, 2010, p. 176.

96« 55 [ A, FRIEIBURF I, 10 Nov. 2009.

7bid., p. 177.

98‘University of International Relations’, China Defence Universities Tracker, 25 Nov. 2019. For ex-
amples of state security personnel across the country receiving training at the Zhejiang Second People’s

Police Academy, see ‘F{LA4E, IEPE T Z i A REBUR M, LD B, Z B EEZ, 27 June 2021.
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suggests the number of UFWD personnel who were transferred to the state
security system upon its creation was small. Nonetheless, there is evidence
that investigation department officers used the UFWD as cover. In Guangdong,
public security officers specialising in diaspora work (an aspect of united front
work) were moved into the state security system.

+ The Soviet Union, Mongolia and North Korea may have emerged as greater
priorities for the state security system than they were under the Central Invest-
igation Department. The Xinjiang, Inner Mongolia and Heilongjiang SSDs were
among the first thirteen state security organs. Then, Liaoning and Jilin were the
first provinces to establish SSDs after the original roll-out of the state security
system. No evidence was found that the Central Investigation Department es-
tablished units in any of these regions, something a former officer criticised the
agency for.

« The fact that Tibet’s SSD was only established around 1989, despite the region
being an important area for security work, suggests that other agencies — per-
haps in the military — took the lead on intelligence work in the region.

By the mid-90s, the MSS built up a comprehensive nationwide network of state se-
curity organs.”” The state security system, however, faced further organisational chal-
lenges over the following years. General Secretary Jiang Zemin ordered military and
security organs to end their involvement in commercial activity in 1998, which led to
the MSS closing down, handing over or cutting ties with over 300 of its companies.
Similar divestitures took place at the provincial level.!?

This effort to assert more centralised party leadership over the activities of the secur-
ity apparatus also manifested in a 2000 reorganisation of local state security agencies.
State security bureaus at the city and prefectural level, previously under the leader-
ship of governments at that level, were placed directly under the control of provin-
cial state security organs. Funds for city state security bureaus were also handled by
provincial governments. Before this, city governments exercised some control over
leadership appointments and activities of local state security bureaus. Today, both
provincial governments and the MSS exercise leadership over provincial state secur-
ity organs.!!

This description of leadership structures within the state security system also offers
a partial explanation for some of the apparent specialisations and focuses of differ-
ent state security agencies. Namely, that provincial state security work may reflect
the priorities of provincial governments in addition to the MSS’s. This could involve,
for example, working to support the interests of local industry through intelligence
collection efforts.

This paper is only an initial and partial piece of research on early state security or-
gans. Their founding and key aspects of their operation remain poorly understood,

9 Mattis, op. cit.

100Michael S. Chase & James C. Mulvenon, ‘The Decommercialization of China’s Ministry of State Se-
curity’, International Journal of Intelligence and Counterintelligence 15:4, 2002.

101This arrangement where provincial state security work is carried out under the leadership of both
provincial governments and the MSS is referred to as ‘dual-level management’ (FIZ% &), 1 F & W EUT
T B E R 2 )7 % TINEM E R R OCE R RIS 5 2 v BRI TARRYIE AN, AT (2001)
29 5, via {LIEN; XIZHE, N RERT W ERANTRE I, TLARIEEOR ML, 2011, p. 89; FHUZ,
ed., PEISEFRIATEZIE, 2nd ed., PEIBIERZEHRAL, 2012, p. 64.
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and the same goes for MPS intelligence offices and provincial investigation depart-
ments. The extent of potential tensions between public security and investigation de-
partment personnel in the early state security system is unclear. Likewise, this paper
provides little insight into how provincial agencies relate to each other and to the
MSS in Beijing. A systems-based analysis also suggests that it would be valuable to
disaggregate this question along functional lines: counterintelligence, Taiwan work,
political influence work, technology acquisition and so on. The introduction of cyber
capabilities has probably introduced new complexities to analysing provincial agen-
cies and their relationship to the MSS.
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