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Abstract

In 2018, China’s premier intelligence agency initiated an unprecedented reor-
ganisation of its secretive internal structure. The Ministry of State Security’s new
structure concentrates operational resources around key intelligence and security
missions and shows how the MSS has expanded to tackle new priorities. One bur-
eau points to a growth in MSS’s overseas security work, such as protecting Belt
and Road Initiative investments. A Political Security Protection Bureau has likely
been established to counter threats to the CCP regime, laying the foundation for
the MSS to become a major player in elite politics. A new bureau probably leads
MSS use of data and artificial intelligence, operationalising the masses of data the
MSS collects through hacking and surveillance. We also present new details and
sources on the MSS’s previous organisational structure, which was inaccurately
or incompletely described in available literature.

0 Introduction

The Ministry of State Security (MSS) is China’s premier civilian intelligence agency.
It combines domestic and foreign missions. It uses law enforcement and surveillance
powers for counterespionage work and countering political dissent, while also play-
ing a role in countering organised crime and narcotics. It runs public education and
outreach related to state security. It has an intelligence analysis mission too, including
through the MSS bureau known as the China Institutes of Contemporary International
Relations. Externally, the MSS collects intelligence through human sources, influences
foreign elites, penetrates foreign governments and intelligence services and secures
China’s diplomatic missions. The MSS also has substantial cybersecurity and technical
capabilities. Its provincial departments have earned notoriety for their cyberespion-
age operations over the past decade.

The MSS is organised into at least 20 numbered ‘operational bureaus’ (MV.55 /&) with
distinct missions. These include bureaus for technology research, intelligence analysis
and foreign intelligence collection. As is the case for other sensitive Chinese party-
state agencies, only operational bureaus are given numbered designations, perhaps as
a way of obscuring their activities.

“Alex Joske was responsible for writing and research for this paper. YunGeun Jeon contributed research
and analysis on the functions of MSS bureaus.
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Although these numberings are somewhat arbitrary and can change with each MSS
reorganisation, they are an important tool for researching bureaus. Publicly available
references to MSS bureaus overwhelming use their numberings (e.g. 13 bureau), in-
stead of descriptive, functional names (e.g. Counterespionage Bureau). Researching
and analysing MSS structure without studying how bureau numbers have changed
can obscure the MSS’s reorganisations and lead to overlooking otherwise valuable
sources.

The MSS’s structure has changed numerous times in its existence. Founded in 1983,
probably with no more than nine bureaus, the MSS has added at least eleven bur-
eaus to its line-up since then.’ Substantial reorganisations have probably taken place
several times (Section 2). These generally involve changes in the numberings and re-
sponsibilities of bureaus.

Similarly, the MSS has established and gradually centralised state security organisa-
tions across China’s provinces. The first stage of this process took place between
1983 to 1995 when provincial state security departments were established.! In 2000,
city-level state security bureaus were placed directly under their provincial counter-
parts, rather than reporting to city governments and party committees as other city-
level party-state agencies do. This was taken to the next level in 2016, argues Edward
Schwark, when the party likely made provincial state security departments directly
subordinate to the MSS itself, minimising the role of provincial governments in over-
seeing the state security system.?

Reorganisations are interesting because they can provide insight on the priorities and
intentions of party leaders. They can also be opportunities to purge or retire gov-
ernment officials. For example, the 2018 reversion of the Ministry of Public Security
1% Bureau’s name to the ‘Political Security Protection Bureau’ was interpreted by
Jichang Lulu and Filip Jirous as ‘reflect[ing] the higher CCP leadership’s emphasis on
political security as a principle guiding legal and security work’*> The United Front
Work Deparment’s 2018 reorganisation was likewise a sign of the united front sys-
tem’s increased centralisation and focus on strengthening party control over diaspora
and religious affairs work.* The recent disbanding of the PLA Strategic Support Force,
and creation of the Information Support Force, has attracted much attention and was
interpreted by J. Michael Dahm as a response to corruption, bureaucratic infighting
and poor operational effectiveness.’

Understanding MSS organisational change is especially hard. At least six distinct takes
on the MSS’s structure have been published by analysts over the past two decades.

OThe earliest known description of MSS organisational structure appeared in a Taiwanese Central
Police Academy book in 1988. It described nine numbered bureaus but its sourcing is unclear. #:f%, Hi3:
NEHIEMR, PREFERNILZ LR, 1988, pp. 208 sq.

1Alex Joske, ‘State security departments: The birth of China’s nationwide state security system’,
Deserepi 0, 2023.

2Edward Schwark, ‘The Power Vertical: Centralization in the PRC’s State Security System’, China Brief
24.22, 2024.

3Jichang Lulu, Filip Jirous, ‘Back to the Cheka: The Ministry of Public Security’s political protection
work’, Sinopsis, 2022.

4Alex Joske, ‘Reorganizing the United Front Work Department: New structures for a new era of dia-
spora and religious affairs work’, China Brief 19.9, 2019.

%]. Michael Dahm, ‘A Disturbance in the Force: The Reorganization of People’s Liberation Army Com-
mand and Elimination of China’s Strategic Support Force’, China Brief 24.9, 2024.
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We are not aware of any published in recent years that describe its current structure.®
Although some of these charts have been extremely valuable, they contradict each
other without presenting clear sourcing that could be used to resolve discrepancies.
Likewise, no official organisational charts have surfaced. This means that observers
of PRC intelligence activity have been left with conflicting and sometimes unreliable
descriptions of the functions of several MSS units.

Section 1 of this paper describes new findings about the current MSS structure and
its 2018 reorganisation. It also presents new research about pre-reorganisation bur-
eaus to help determine the functions of recently attested bureaus. Section 2 then de-
scribes the evolution of the MSS’s structure from its predecessor, the Central Invest-
igation Department, covering the period between 1966 and the MSS’s 2018 reorgan-
isation.

1 The new organisational structure

The MSS reorganisation of late 2018 or 2019 led to the numberings and functions
of operational bureaus changing. New bureaus were created, others significantly re-
structured, while some probably changed little beyond these superficial numberings.
Due to the scarcity of publicly available information, we have only been able to offer
informed discussion on seven MSS bureaus, responsible for domestic security, over-
seas security, technological research, counterespionage, counterintelligence, political
security and surveillance technology.

The current structure of foreign intelligence, cyberespionage and cybersecurity work
is not directly attested in public information, although they certainly continue to be
high-priority missions for the MSS. Throughout its existence the MSS has wavered
between organising foreign intelligence along functional or geographic lines, and it
is unclear how this changed after 2018.” MSS cybersecurity and cyberespionage opera-
tions also developed organically, and were spread across several bureaus in confusing
and probably illogical ways.

Available information points to three key developments in the MSS since 2018:

« The MSS has probably created a new bureau for political security work, tar-
geting domestic and overseas dissidents, political rivals and corruption sus-
pects. Discussed in detail below, the bureau reflects the greater trust Xi Jinping
places in the MSS, and probably its unprecedented alignment with the CCP
General Secretary. This MSS bureau shares a name and probably much of its
remit with the Ministry of Public Security’s Political Protection Security Bur-
eau. Its creation may have been motivated by distrust in the Ministry of Public
Security, which saw its political security chief purged in 2020.

« The MSS has likely expanded its technological research capabilities to better
utilise big data and artificial intelligence. A new bureau responsible for data

OSRERHE, W T VEALARES SR, I ERER AR, 2004, p. 135; Peter Mattis and Matthew Brazil,
Chinese Communist Espionage: An Intelligence Primer, Naval Institute Press, 2019, pp. 55 sq.; Roger Faligot,
Chinese Spies: From Chairman Mao to Xi Jinping, Scribe, 2019, pp. 425 sq.; Xuezhi Guo, China’s Security
State: Philosophy, Evolution, and Politics, CUP, 2012, p. 365; $5i1i18, L& AL A% SRS EN, #ri SCAl,
2018, pp. 109 sq.; BRFEK, FH LR R 2 A AR B (E R 2 7T, Master’s thesis, Tamkang University,
2005.

"Hong Kong, Taiwan and Macau are exceptions in that they have likely been the responsibility of
dedicated foreign intelligence bureaus since the 1980s, if not since the MSS’s founding.
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and artificial intelligence research was probably created in the past decade. This
indicates the MSS is dedicating substantial resources to improving its ability to
acquire and operationalise the masses of data available to the Chinese govern-
ment. This likely includes surveillance data, domestic and foreign information
acquired from Chinese technology giants, and hacked and leaked datasets.®

« The MSS likely dedicates more resources to overseas security work, such as
security for Belt and Road Initiative projects and state-owned enterprises
operating abroad. This reflects China’s expanding exposure to politically un-
stable countries and recognition of its increasing entanglement in international
security matters. As we show below, what used to be a single bureau handling
both domestic and overseas security work has likely been split in two, leading
to the creation of a stand-alone Overseas Security Protection Bureau.

These findings are based on our analysis of five directly attested bureaus, as well as at
least two whose existence we have inferred from available evidence. Although this is
a highly incomplete picture of the MSS, understanding the specific missions of each
bureau points to important changes in MSS responsibilities and priorities. We also
hope analyzing and identifying these bureaus will support future work to confirm
the functions of remaining unexamined bureaus, especially those tasked with foreign
intelligence operations. To this end, Section 2 revisits the pre-reorganisation structure
of the MSS, providing a baseline for research into its evolution.

The remainder of this section discusses the five directly attested bureaus. Some sources
on these bureaus refer to them by number, others by name only. We have tried to
connect these names to numbers and provide hypothetical names for others, based
on their assessed functions and examples from other parts of the state security sys-
tem.

2" Bureau — Unknown law enforcement bureau, possibly social sta-

bility maintenance or political security

In 2021, the MSS 2" Bureau participated in criminal law training. The source, a post
on a Supreme People’s Procuratorate social media account, only says the MSS 2°¢ and
13" Bureaus participated in this training, with no further information about them.
However, this strongly indicates the bureau has law enforcement powers.” No fur-
ther information is known about this bureau. Until 2018, this numbering was used
by a MSS foreign intelligence bureau that almost certainly had no law enforcement
remit. Only a handful of MSS bureaus have law enforcement powers, including the
Counterespionage Bureau (now the 13 Bureau) and probably the old 17" Bureau
(social stability maintenance).

One candidate for the 2 Bureau’s identity is an MSS Political Security Protection
Bureau, analogous to the Ministry of Public Security Political Security Protection
Bureau. This unit was likely created in or after 2018, inferring from a ‘Political Se-
curity Protection Division’ (B{{G % 2 & TLAL) attested in a provincial state secur-

8A job advertisement from a ‘bureau-level science and technology research public institution subor-
dinate to an unspecified national ministry’ likely originates in the MSS. It describes the unit as researching
big data and artificial intelligence from a location in Beijing’s Haidian District. The deliberately vague de-
scription of the unit and its parent agency are characteristic of a clandestine State Council agency such as
the MSS. ‘[HZREEHZ g Sl AR E IS, IR, 17 Dec. 2019.

SRS 7 FORIRZIX AR R BN, B N RAGZERE, via Sohu, 21 July 2021.
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ity department in 2023.!° The structures of provincial Chinese government agencies
typically mirror those of their central counterparts, including in the state security
system.

No such organisation was known to exist in the state security system, but its cre-
ation is consistent with the party’s greater emphasis on political security. A recent
MSS article emphasised the absolute centrality of political security to the concept of
state security, thereby establishing it as the preeminent underpinning of the MSS’s
work:

Political security directly relates to the safety of the regime and the survival
of the political system. It is the most basic requirement of a nation and the
foundation of its existence and development. Without political security, there
is no point talking about state security."!

The Political Security Protection Bureau likely leads operations against threats to re-
gime security such as dissident organisations and political rivals of the CCP leader-
ship. It is probably also involved in attempts to harass and rendition dissidents and
corruption suspects in foreign countries, such as the activities exemplified by ‘Oper-
ation Fox Hunt’. However, the extent of its mandate and ability to operate outside of
China’s borders is unknown. Another possibility is that it is involved in counterespi-
onage investigations involving CCP leaders or senior officials.

If confirmed, it would represent a major departure from previous assessments that
the MSS plays only a minor role in CCP leadership struggles and factional battles.'?
Its public security counterpart has been heavily targeted in recent purges precisely
because of its entanglement in elite politics as a ‘power ministry’."* Likewise, General
Secretary Xi Jinping’s apparent distrust of key MPS figures provides a rationale for
creating a rival political security organisation in the MSS — led by a minister whose
political career has been tied to Xi’s.!

The MSS Political Security Protection Bureau probably took over responsibilities pre-
viously held by the counterespionage and social stability maintenance bureaus.

13'" Bureau — Counterespionage Bureau

The new 13" Bureau is the Counterespionage Bureau (/% [ #1i%2 &), responsible
for counterespionage and counternarcotics work. Before 2018, this numbering was
used by a technological research bureau that ran the China Information Technology
Security Evaluation Center, a cybersecurity body, alongside several research institutes
working in fields including biomedical research.'

10°2019-2022 41 J¥ 13 P A4 AERR 2R AR SEUESRIRRNSERE N NIRRT N R 44 50, iR BUEM, via
FAIRIBMZ, 17 Feb. 2023.

WP ERLZEN: BURZERERZEIRAR, LAHEE « WREN », BRZEHMEAS,
via I, 15 Aug. 2023.

12Mattis & Brazil, op. cit., p. 54.

BWilliam Zheng, ‘Chinese “political clique’ leader Sun Lijun faces life in jail for corruption as law
enforcement purge winds down’, South China Morning Post, 23 Sep. 2022.

14Sheena Chestnut Greitens, ‘Counter-Espionage and State Security: The Changing Role of China’s
Ministry of State Security’, China Leadership Monitor, 26 Feb. 2025.

15 Adam Kozy, “Two Birds, One STONE PANDA’, Crowdstrike, 30 Aug. 2018; ‘B &AM, PLFHZA RIS
B 22, 20 May 2017.
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Its activities strongly indicate it is the successor to the old 8t Bureau, which a Taiwan-

ese scholar described as responsible for ‘tracking, investigating and detaining foreign

spies’:!®

« In 2021, 13" Bureau officers participated in training on China’s Criminal Pro-
cedure Law, together with the 27 Byreau, as discussed above. This shows it is
one of the few MSS bureaus with law enforcement powers.!” MSS 8" Bureau
officers previously undertook similar law enforcement training.'®

« In 2020, a senior 13" Bureau official attended a counternarcotics event.'® The old

8t Bureau likewise led MSS contributions to national counternarcotics activit-

ies.?

« At least one 13" Bureau official probably served in the old 8 Bureau.”!

The Counterintelligence Bureau (Z [A] 1§ &2 /7)), which gathers intelligence on and
has sought to recruit employees of international intelligence services, is probably now
the 12'" Bureau. Although not directly attested in public information, this speculation
is based on the observation that MSS bureau numberings are often paired. For ex-
ample, until 2018 the following bureaus had paired numberings: 1% and 2"¢ bureaus
(non-official and official cover foreign intelligence collection), 3' and 4™ (Hong Kong,
Macau and Taiwan), 7" and 8™ (counterintelligence and counterespionage).

14" Bureau — Surveillance technology, forensics, and postal and tele-
communications security

The 14™ Bureau has taken on responsibilities from the old 9™ Bureau, which covered
surveillance technology, forensic technology, cybersecurity, postal and telecommu-
nications security as well as cybersecurity. The MSS 14" Bureau participated in a
July 2023 inspection of postal system security arrangements for major international
athletic events.??

Although postal security (e.g. inspecting letters and packages) is not a widely known
function of the MSS, the ministry has long been active in this area.?* Taiwanese Min-
istry of Justice Investigation Bureau researcher Guo Ruihua described the old 9 Bur-
eau as the MSS Technological Investigation Bureau (¥ K {/i%% 7)), responsible for
postal inspection and telecommunications surveillance.?* The old 9" bureau was also
involved in criminal forensic work, participating in a national standards committee
for forensic technology.?

16ERIHAE oc. cit.

AR T

BRSSOV E R 2 IR, Jbatii N RAREERT, 20 May 2015.

WEREHRE FAEHRANMG T FRE, P20, 13 Jan. 2020.

W A THAERE R A LT, EHIER, via HriRE, 15 Jan. 2019.

2*Another Examples, An supervisory group under... [sic]’, Dragon_eyears, via Twitter, 11 Oct. 2020.

2 EFHOER), AL, ERZ R EEITIE KER, BIa2FE LR TP, BINSEE, via
Sohu, 22 Jul. 2023.

ZFor example, the MSS and other agencies jointly issued a directive in 1986 prohibiting non-
government entities from offering express mail services. H [E NS Y +4E, ed. by H EX SN 5 18 i
BAHE], TAHARE, 1999, p. 205.

Early Ministry of Public Security mail inspection work, the predecessor to MSS postal surveillance, is

discussed in Michael Schoenhals, Spying for the People: Mao’s Secret Agents 1949-1967, CUP, 2013, pp. 132-4.
2 EmE, loc. cit.

B = m REE R ATRE R Z 2 (SAC/TC179) HETT S, 2018, ERIRENEHZ AL,
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The old 9™ Bureau had a cybersecurity remit that has not previously been discussed
in published analysis of the MSS. It probably oversaw the MSS’s Nanjing Institute of
Information Technology (¥ i {5 BB AR FEFE), which researches areas including
surveillance technology and cybersecurity. Extrapolating from its technical surveil-
lance role, 9" Bureau cybersecurity work probably included internet surveillance. A
9'h Bureau officer also held an affiliation with the MSS’s Nanjing Institute of Inform-
ation Technology (originally the Jiangsu Public Security Science and Technology Re-
search Institute),?® where he specialised in cybersecurity research.”’ Similarly, a 9
bureau engineer was appointed as a government advisor on cybersecurity in 2018.2
One source from 2013 even refers to a known 9" Bureau officer as working in the
‘MSS Cybersecurity Bureau’, although it is possible this is an unofficial name or a
reference to a different MSS bureau.?’

We have not confirmed whether the current 14™ Bureau carries out cybersecurity
work, which could have been reorganised in 2018. The reorganisation could have
provided an opportunity to structure key functions such as cybersecurity work more
logically, concentrating it in dedicated bureaus. Before 2017, in addition to the old oth
Bureau, the 13 and 16" Bureaus also had notable cybersecurity roles and it is unclear
how the MSS divided tasking between the three bureaus. However, it is not known
where cybersecurity and cyberespionage capabilities sit in the new structure.

15" Bureau — Technical Protection and People’s Defensive Line Bur-
eau

The activities of the MSS 15" Bureau were an early indication of the 2018 reorganisa-
tion. The new 15" Bureau is responsible for protective security work and outreach to
protect Chinese organisations from and raise awareness of foreign threats.** Before
the reorganisation, this numbering was used by a Taiwan analysis bureau (operat-
ing outwardly as the Institute for Taiwan Studies in the Chinese Academy of Social
Sciences).

Although its name is not directly attested, the 15" Bureau is probably called the Tech-
nical Protection and People’s Defensive Line Bureau (FZAR{R TLFI A RFZER). Since
the end of 2018, technical protection and people’s defensive line units have appeared
across the provincial and local levels of the state security system, likely reflecting a
similar reorganisation in the MSS.*!

Although technical protection and ‘the people’s defensive line’ sounds like an unnat-
ural grouping of responsibilities, the two missions are essentially focused on outreach

%6Joske, ‘State security departments...’

TR, FEAY, SR & ke, WL B BG5BT 29, 2016; FER = M5
ARV, 7757 XA, 2011 (page inaccessible).

BE R E AR TR E LI 2018 R JEITH RIRTGRgR ] £ R4 5 (45 DET), BHEZER,
26 Oct. 2018.

2*Wang Tongtong FFEfE was described in 2013 as deputy head of the MSS Cybersecurity Bureau and
in 2017 as an MSS 9' Bureau deputy head. ‘AUF RS “ R A~ RANK SRS IE 82T R 8,
LIRS, 24 Oct. 2013; T INPR A EHB PRS2 44 W B B R GEHE T N TAERY Lt 77 520, il
WAL .

SOFEHE WIS R (272) - B B 2 TAF, AP, 22 May 2003; Mattis & Brazil,
op. cit., p. 56.

SUSNE B A BE 287« Rt IS TR S E 5 04 » il 2, T Ldb77 %42, 27 Nov. 2018; 2020
LT ERER R REE BRI SETAETRE ), Bl TRE, 2020; T mE A TEH ST
REREEHE G, BEHEFEE AL, via Sohu, 17 Apr. 2019; “& [E % T2 5 B Tk i 4=
TE BEIRZ 4 " F R, St R, via WeChat, 14 Nov. 2019.


https://web.archive.org/web/20240430000918/https://deserepi.org/0/joske_ssd.pdf
http://www.sicris.cn/CN/volumn/volumn_1150.shtml
http://wmdw.jswmw.com/home/content/?435-27225.html
http://wmdw.jswmw.com/home/content/?435-27225.html
https://archive.ph/1nIFD
https://archive.is/1vnyM
https://web.archive.org/web/20200501140806/http:/webcache.googleusercontent.com/search?q=cache%3AClsy4iafY_kJ%3Awww.qjwsgaj.gov.cn%2Findex.php%3Fm%3Dcontent%26c%3Dindex%26a%3Dshow%26catid%3D47%26id%3D99732%26s%3D142+&cd=2&hl=en&ct=clnk&gl=au
https://archive.ph/A5i9s
https://www.usni.org/press/books/chinese-communist-espionage
https://web.archive.org/web/20250709110256/https://hebeinu.edu.cn/index.php?s=/Show/index/cid/59/id/4984.html
https://web.archive.org/web/20250709110034/https://bwc.usst.edu.cn/_t105/2020/0709/c2808a225183/page.htm
https://web.archive.org/web/20250709110034/https://bwc.usst.edu.cn/_t105/2020/0709/c2808a225183/page.htm
https://web.archive.org/web/20250709110030/https://www.sohu.com/a/308544937_100012268
https://web.archive.org/web/20250709110030/https://www.sohu.com/a/308544937_100012268
https://archive.md/Q0YGV
https://archive.md/Q0YGV

Joske & Jeon

and protective security. Technical security is defined by one province’s state security
department as ‘using state security examinations, regulations, technical means and
other measures to prevent, stop and lawfully punish activities that harm the conduct
of state security.*? It therefore includes such tasks as advising on technical and policy
measures to protect Chinese organisations’ state secrets, and ensuring the security of
technology and infrastructure in China through powers such as security evaluations
and examinations of construction projects and foreign investments. The more ‘tech-
nical’ side of technical protection probably focuses on communications systems across
China, including detecting and countering illegal broadcasts and unapproved satellite
ground receiving stations.*®

Technical security therefore involves large amounts of outreach to Chinese compan-
ies and universities to advise on and inspect their security measures, and raise aware-
ness about security threats. This means much of the MSS’s technical protection mis-
sion involves building and liaising with the ‘people’s defensive line’ — ordinary in-
dividuals and organisations that help identify, manage and alert the MSS to security
issues.

The MSS 15™ Bureau’s responsibility for this type of work makes it one of the most
visible parts of the MSS:

« In August 2019, a 15" Bureau official spoke at a national conference on state
secrets protection work in state-owned enterprises.*

« The 15" Bureau runs the Chinese government’s online portal for state security-
related construction approvals (e.g. assessing planned projects for risk based on
their proximity to military facilities).*®

« The 15" Bureau runs education, propaganda and outreach related to state se-
curity as part of its effort to build a ‘people’s defensive line’ in service of state
security.*® These propaganda efforts have markedly increased in intensity over

the past decade.’’
Before the 2018 reorganisation, these tasks were the responsibility of the MSS 10"

Bureau, which was called the External Security Protection Bureau ((ﬂybﬁ7 Mz

32 Although relatively detailed, the description in this source comes from before the 2018 reorganisation.
Provincial organisations also sometimes combine missions that are handled separately at the central level
and it possible that some aspects of technical protection described here are not handled by the 15™ Bureau.
For example, this provincial description of ‘technical protection’ work includes security evaluations of
network products, which was almost certainly handled by a technology research and cybersecurity bureau
in the MSS (the former 13" Bureau), and not the former 10% Bureau. W1t E R Z AR LIE,
it‘éa‘S}\EBUT\T, WALE NRBUN 2 393 5, 2017.

Ibid.

SRR P TR T I AR [ HH S [ 31 22 2019 AR TAE R, FEZETIIKE &, 28 Aug. 2019.
The MSS officer, Zeng Qingshan % & 111, may have been head of the Xi’an State Security Bureau in 2015.
PEZHHE I ANRREBERSHE MR ZWANFEN R R, BEHTARKKEREZHEFERR, 26
Mar. 2015.

Bhttp://www. jsxk.gov.cn/ Earlier instances of the online portal described it as as run by the MSS,
without reference to any specific bureau.

o5t MMHEEER & 2BE I, WWRAZEARE, 19 Apr. 2019.

37Greitens, op. cit.
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http://web.archive.org/web/20250709114044/https://www.hubei.gov.cn/xxgk/gz/202112/W020230829617978755505.pdf
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https://web.archive.org/web/20230327054917/http://www.china-xa.gov.cn/dhhk154/6674.jhtml
http://www.jsxk.gov.cn/
https://web.archive.org/web/20240505040638/http://office.xjtu.edu.cn/info/1027/20270.htm
https://web.archive.org/web/20250228132150/https://www.prcleader.org/post/counter-espionage-and-state-security-the-changing-role-of-china-s-ministry-of-state-security
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J73).%® For example, a representative of the old 10" bureau attended a similar confer-
ence on state secrets protection in state-owned enterprises in 2017.%

However, the 15" Bureau probably focuses on domestic work, while overseas aspects

of the former External Security Protection Bureau appear to have been expanded into
a new, standalone bureau, which we describe below.

The 15" Bureau’s work therefore proably includes the following tasks:

+ Domestic education, outreach and liaison work. Likely an aspect of this, old
10" bureau university security work, liaising with security offices in Chinese
universities (also a function of the Ministry of Public Security’s 1°* Bureau), is
well attested.’” The 10'" Bureau also guided nationwide ‘state security people’s
defensive line construction small groups’ (ER %2 N Rk 1%/N), also
simply known as ‘state security small groups’, through a unit called the State Se-
curity Small Groups Guidance Office (E %% 2/ 15 F 712 %).*! This office
was likely responsible for coordinating state security education and outreach
to government organisations, schools, social organisations and enterprises.

« Detection, monitoring and disruption of unauthorised broadcasts and other
wireless transmissions.*?

0 Bur-

43

» Security for major international events in China. For example, the old 1
eau oversaw security at the 2007 Special Olympics World Summer Games.

« Security advice for city planning organisations and construction approvals. The
10" Bureau was responsible for security reviews and inspections of ‘foreign-
related construction projects’ such as international airports. It maintained a seat

on the Capital Planning and Construction Commission (E #l A Xl & 1% & (3
£ 44
=).

« Security for Chinese leaders, probably including inspecting sites for technical
threats such as eavesdropping equipment. The old 10 Bureau was responsible
for protecting the party leadership when they attended the 1997 Hong Kong
handover ceremony.*

« Security for the PRC diplomatic presence and state-owned enterprises overseas,
e.g. security measures for PRC government organisations and state-owned en-

terprises in Hong Kong.*¢
Our description of the old 10" Bureau contradicts those in some secondary literat-
ure. Earlier accounts distinguished between the supposedly internal or domestically

38This name and its association with the 10" Bureau are attested in FRESSFHEELSHEIELT IR
A2 1991-2011, RIKZFAH AR, 2011, pp. 25, 29. Two less reliable sources give this name for the
bureau too: ‘B &RALKIEIL Z2 o i G4 R, FANEER 5, 17 July 2006; ‘XN, &2z vh /ML A FE AR SS
FRk,

it T4 T HE RS2 2R TS AL AN F E I, K], via Sohu, 19 Aug. 2017.

OREEE..., p. 37.

411bid., p. 135.

42Some aspects of this task might overlap with the MSS 14" Bureau’s remit. The division of labour in
this area is unclear. ‘WAL EER L 2.

B g P URR R IR IL s BB S HA R R AR T 5, LR, 9 Apr. 2007.

M EFIGERRE S ERIBEEL 1999, SRR, 1999 p. 332 “EEGMIE LR RS K R4
B (2004.9.13)’, TANEE KM, 4 Mar. 2005.

BT, ed,, RS B, WE AR, vol. 2, p. 70.

OGN AGFI TR B L 22 2R D TAF X WAHRIRE S E 5, hEZEER, 13 Aug. 2010.


http://archive.today/yP1m3
https://archive.ph/rZ05q
https://web.archive.org/web/20230327055001/https://www.sohu.com/a/165861111_199293
http://web.archive.org/web/20250709114044/https://www.hubei.gov.cn/xxgk/gz/202112/W020230829617978755505.pdf
https://archive.ph/NfgMW
https://web.archive.org/web/20140915191024/http://house.focus.cn/showarticle/1569/501659.html.
https://web.archive.org/web/20140915191024/http://house.focus.cn/showarticle/1569/501659.html.
https://archive.ph/30hbG
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focused old 9™ Bureau and the foreign-focused old 10 Bureau.*” However, as we ar-
gued above, the 9" Bureau was primarily a surveillance technology bureau, and the
old 10" Bureau had a significant internal/domestic remit.

Overseas Security Protection Bureau (16'" Bureau?)

References to a post-2018 MSS Overseas Security Protection Bureau (#§5MZ 2 11
J7)) indicate this unit has taken up overseas aspects of the old 10™ Bureau’s work.
The difference in name between this and the old 10 bureau (‘external’ (41 versus
‘overseas’ ({F41)) implies a narrower remit covering activities outside China’s bor-
ders. Based on conventions of giving related bureaus paired numberings, we speculate
that the Overseas Security Protection Bureau is the MSS 16" Bureau.*®

EFR 28D ER

International Security Defensive College

S 2

< o Tral=ing

Figure 0: Counterterrorism training for Chinese companies in 2018, co-organised by the MSS and delivered
by the International Security Defensive College in Beijing.*’

This expansion of international security work will likely lead to an increase in the
MSS’s presence in China’s diplomatic missions. The MSS will also likely seek to build
closer relationships with Chinese companies operating abroad, providing them secur-
ity advice while also gathering security intelligence from them.>

The Overseas Security Protection Bureau is likely involved in the following types of
work:

« Overseas security for SOEs. The bureau includes a ‘State-owned enterprise divi-
sion’ ([E{24L) that provided overseas security advice to construction company

China Railway Group Limited (F'EH LA AR AR]).!

« Security training for Chinese companies operating overseas. The bureau partner-
ed with a private Chinese security college and the Ministry of Commerce to

47Guo, loc. cit.; Mattis & Brazil, loc. cit.

48For example, the old 15t and 214 bureaus, and the old 7" and 8™ bureaus.

R RER [ W16 & rp [ 9208 2 b [E 58 — e R MR B SR 20, BT 8 E I, via
WeChat, 3 Oct. 2018.

S0Cf. Daria Impiombato, Bethany Allen, Nathan Attrill, ‘Exclusive: Inside Beijing’s app collecting in-
formation from Belt and Road companies’, The Strategist, 27 Sep. 2024.

STerp [ Fh R SR A BRI 55 BE ST AME AR 7 M 22 2 B I BIECE h B R B SR A1 28 7, R kKB, via
WeChat, 24 July 2019.
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deliver counter-terrorism training to Chinese businesses in 2018, including one
operating in the UAE (Figure 0).%

« Security for Belt and Road Initiative projects.

« Diplomatic security and protecting Chinese delegations abroad.>
Table 0: MSS bureaus before and after the 2018 reorganisation®*

No. Role or name until 2018 Current role

1 Secret line operations (foreign intelligence
primarily through non-official cover)

2 Open line operations (foreign intelligence  Unknown function involving law enforcement
through government-affiliated cover such as  powers, such as political security or ‘social sta-
media outlets, diplomatic missions and state-  bility maintenance’
owned enterprises)

HK and Macau operations

Taiwan operations
Analysis and Reporting Bureau (73H7E1% &)

Science and Technology Intelligence Bureau
(BH %R 5, S&T intelligence collection)

Counterintelligence Bureau (fi I‘Eﬂﬁ‘%ﬂi%)

Counterespionage Bureau (/[ i /i %% 7,
probably including counter narcotics and or-
ganised crime investigations)

9 Technical Investigation Bureau (£¢ R fii
%2 J&),” responsible for surveillance tech-
nology, postal and telecommunications
security/surveillance (probably oversees the
Nanjing Institute of Information Technology)

10 External Security Protection Bureau (#54h%Z

2 & TLJ5, domestic and overseas security
work)

(=20 BN, I - OS]

|

11 Research Bureau (ff51J7), outwardly known
as the China Institutes of Contemporary Inter-
national Relations

12 Social investigation Bureau (}L XY & or  Counterintelligence (speculative)
#t £ BX 4% J5), foreign intelligence and elite
political influence operations — historically
through front organisations such as China
International Culture Exchange Center and
China Reform Forum)

13 Science and Technology Bureau (FF#$R/F),  Counterespionage Bureau (J [Ali{1i%%)5))
technology research including offensive and
defensive cyber through the China Informa-
tion Security Evaluation Center and other re-
search institutions)

SZAHTREE] ... For research on Chinese overseas security contractors, see Paul Natulya, ‘Chinese Se-
curity Contractors in Africa’, Carnegie Endowment for International Peace, Aug. 2020.

S3Functions inferred from the legacy of the old 10™ bureau.

>4 Capitalised titles with Chinese characters are provided where we have assessed the likely official title
of the bureau.

>5This naming for the unit is well attested at the provincial level (sometimes abbreviated to $%{1i). For
example, the Hunan State Security Department’s Technical Investigation General Brigade spied on social
media accounts and email inboxes used by Chinese activist Peng Yuhua as part of its investigation of Peng
and Taiwanese democracy activist Lee Ming-che. #% 15 A2 FAEHI S A
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Table 0 (cont.): MSS bureaus before and after the 2018 reorganisation

No. Role or name until 2018 Current role

14 Communications Bureau (3 {5 J&), cyphers Surveillance technology, postal and telecom-
and communications including diplomatic — munications security (probably oversees the
communications) Nanjing Institute of Information Technology)

15 Taiwan research and analysis, probably also  Technical Protection and People’s Defensive
covering Hong Kong and Macau (outwardly — Line Bureau (FZAR{R LFI A R P2k /R, state
known as the Chinese Academy of Social Sci-  secrets protection, state security propaganda
ences Institute of Taiwan Studies)®® and education, people’s defensive line, univer-

sity security, security for major events)
16 Information Technology Bureau ({5257 K/F),  Overseas Security Protection Bureau (5%

internal computer networks, cybersecurity, in-
formation technology research, open-source
intelligence, ‘MSS Information Centre’)

2R TLJ5), overseas security such as diplo-
matic missions, delegations, state-owned en-
terprises, BRI projects, security training)

17 Social stability maintenance®’

18 USA operations
19 Counterterrorism Bureau (JRZ:/7))

20 Unknown

2 Old structures

One of the greatest challenges in understanding the current MSS organisational struc-
ture is the multitude of conflicting descriptions about its previous structures. Without
an evidence-based description of older MSS structures, it is nearly impossible to grap-
ple with its latest reorganisation. We have therefore prepared a brief overview of the
evolution of the MSS, starting with the Central Investigation Department (CID, H5
18 ﬁ%ﬁ), then describing the MSS’s initial structure in the 1980s, and finally explain-
ing changes up to 2018.

The Central Investigation Department

Parts of the MSS’s structure clearly trace back to its foreign intelligence predecessor:
the CID. Disbanded and subsumed into the newly formed MSS in 1983, the department
focused primarily on foreign intelligence work. Despite being China’s first foreign
intelligence agency, the CID has received little scholarly attention.’® Very few official
sources discuss the agency.

Helpfully, a memoir by former officers describes its organisational structure imme-
diately prior to the Cultural Revolution (c. 1965), including the following numbered
bureaus:

6Guo Ruihua refers to this bureau as the Taiwan, Hong Kong and Macau Research Bureau ({5 #Hi
FEJR)). FBERIE, loc. cit.

S7Countering organised crime is attested as a mission of Heilongjiang state security organs. Responsib-
ility for this work in the MSS possibly fell under the former 17 bureau, based on its social stability mission.
TR NREBUN R T REIE A IS 2R R 22 R A 5% ok i et S iR R et
NHITRTE, via & 1%, 7 Nov. 2008.

587J0i% % [Michael Schoenhals], ‘5% T HP [ 3 7= 4 A g 8 25 3508 7 s 552, AR E SR IFSR 17.2,
2010; FEHER, FEORD & AT — REHHHROM T & PR RILHE O IMBERIVE —, &
¥ AT LHFT 32, 2016. Ariane Kniisel also describes CID from the perspective of Swiss police archives
— the CID was especially active in Switzerland in the 1950s and 60s: Ariane Kniisel, China’s European
Headquarters: China and Switzerland during the Cold War, CUP, 2022.
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« 1% Bureau: Japan, Southeast Asia and South Korea

« 27 Byreau: Europe, America and Australia

. . N AN . . .
« 3" Bureau (Communications Bureau, {5 &)*": Wireless communications, tele-

communications, certificates, cryptography, photography etc.*’

« 4™ Bureau: Research using open-source materials (the predecessor to the MSS’s
China Institutes of Contemporary International Relations)

5" Bureau: Personnel matters (hiring, training, personnel files etc.)
« 6 Bureau: Administration and management (property management, finances
etc.)

7t Bureau: West Asia and Africa

8" Bureau: Science and technology®!

9'h Bureau: Reporting (including four divisions mirroring the regions of the four

foreign intelligence collection bureaus)

+ 10" Bureau: Hong Kong, Macau and Taiwan®

The early MSS

The core functions of the CID’s bureaus found their way into the MSS. However, the
MSS mainly combined foreign intelligence collection into bureaus divided by method
and cover rather than geography. The 1 Bureau used ‘secret channels’ — non-official
cover, while the 2" Bureau took responsibility for collection through various posts
in the Chinese government and its affiliated entities (especially party-state newspa-
pers such as the Guangming Daily). Only the 3'¢ Bureau, responsible for Hong Kong,
Macau and Taiwan, had a specific geographic remit.®> Taiwan functions of the 3™
Bureau were likely separated into a standalone Taiwan operations bureau — the 4"
Bureau — at an unknown date.’* Otherwise, the functions and numberings of these
first three MSS bureaus largely stayed the same until 2018. It is also likely that an
analysis and reporting bureau (73#71# % J5)), handling evaluation and dissemination
of intelligence reports from the state security system, was carried over from the CID
to the MSS.%

The MSS’s domestic security and counterespionage remit added new units to the
old CID structure. Four bureaus were responsible for a range of counterintelligence,
counterespionage, surveillance and security tasks according to the earliest available
account of the MSS’s structure, a 1988 book written by Du Ling and published by
Taiwan’s police academy:

SISCEEEN, HERTT AR, 1995, p. 536.

60The CID 3" Bureau was the predecessor to the MSS 14" Bureau, which had very similar functions.
BER, ed, 58, J7E LA, 2009, p. 1149.

1Probably covering both technology research and collection of intelligence on foreign technology.

%2Thanks to Matthew Brazil for pointing us to this source. 7] & Tk, 21k K & a Ay b ot
VAR, self-published, 2013, pp. 11 sq. Much of the organisational structure described in the memoir is
corroborated by other sources, such as biographical descriptions of officers.

O3kEFZ, op. cit.

O FPRIEIR DR B IR 2 1 4F 2 A, B IR, 30 Aug. 2023.

%SHowever, this is not clearly attested in Du Ling’s account, which appears to attribute this function to
the 8" Bureau — the successor to the CID 4" Bureau (CICIR).

66 A 1987 edition of the book may also discuss the MSS’s structure but we were unable to access a copy.
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Figure 1: CICIR Vice President Fu Mengzi {24 speaking in his role as an MSS deputy bureau chief in
2013. The partially obscured text behind him describes him as ‘deputy bureau chief of a ministry’s research
bureau’.®’

« 4% Bureau: Technological work, including technical surveillance of foreign mis-
sions

5" Bureau: ‘Dispatching penetration agents abroad” — possibly referring to an

early counterintelligence bureau

6" Bureau: Investigating and surveilling foreign spies

7" Bureau: Surveillance of foreign organisations in China, such as embassies

. 9th

Bureau: Responsible for securing overseas diplomatic missions

The reliability of Du’s descriptions is mixed, which is unsurprising given the MSS was
only five years old at the time. It is also complicated by what was likely a reorgan-
isation of the MSS around the late 1980s. Du only described nine numbered bureaus,
but the MSS probably had 16 bureaus by 1989.® In Du’s account, the 4" Bureau was
the only technology-related bureau, responsible for technical surveillance work. This
is supported by a 1987 document that indicates a technical focus for the 4™ Bureau.*’
However, an MSS 12" Bureau responsible for technological research is attested in
1989 (probably later renumbered to become the pre-2018 13" Bureau).”” An MSS Sci-
ence and Technology Intelligence Bureau for collecting intelligence on foreign tech-
nology also existed in the 1980s, but does not appear in Du’s description.”! Likewise,
the CID had separate bureaus responsible for technological research and collection of
scientific intelligence, so it is likely that these functions remained separate when the
MSS was created.”?

O7 (AS 5 BHAR BV St LR TR s W2 ), H74E, 18 Dec. 2013 (source now inaccessible).

68See reference to the MSS 16" Bureau’s existence in 1989 in ‘MR A4 EFIL S HEE AlBIC T
R, BEE, NEFRDY, HEZFTM, 24 Apr. 2014.

OHERG LI REE S A E AR, RETREMIC S5 7.3, 1987, p. 77,

701t is logical that when the Social Investigation Bureau was created at an unknown date as the 12t
Bureau, the former 12" Bureau moved up in numbering to become the 13™ Bureau best known for its
involvement in cyber operations. XK R, ed., ToH4 N EEL, Bt K22 RRAL, 1989, p- 506.

NENA, ed., TR, TR, 1998, p. 174.

THRT & B, loc. cit.
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There is also some disagreement on the name and function of the 8" Bureau (later
the 11" Bureau). Du described it as responsible for ‘coordination and exchange of
intelligence’, including coordination with the International Liaison Department and
Ministry of Public Security. Xuezhi Guo, drawing mainly on Taiwanese sources in-
cluding Du, described the 11" Bureau as the ‘Intelligence Information Center’. How-
ever, sources clearly demonstrate that the 8 Bureau, and later 11" Bureau, were the
numberings for the China Institutes of Contemporary International Relations (CICIR,
Hr = B E B e 2SR R, formerly [ B E BR 2 25T FT) in the 1980s and
since the '90s, respectively.”® Internally, the unit is known as the Research Bureau
(Figure 1) — harking back to the Central Investigation Department where it special-
ised in open-source intelligence analysis for the CCP leadership.”*

An MSS bureau responsible for Taiwan analysis was likely spun out of CICIR in the
1980s. Its creation was necessitated in part by the realisation that CICIR, as an interna-
tional relations institute, should not be involved in researching Taiwan — ostensibly
a domestic Chinese matter. Thus the Chinese Academy of Social Sciences Institute of
Taiwan Studies was created in 1985 on the basis of a CICIR research team.”> As noted
above, this institute was known as the 15™ Bureau prior to the 2018 reorganisation,
and probably also covered Hong Kong and Macau analysis.”®

Notably, the MSS Social Investigation Bureau’’ (numbered as the 12" Bureau prior to
2018) is not attested during the 1980s. This unit was behind impressive foreign oper-
ations in the 1990s and 2000s, including the Katrina Leung case (a key FBI source in
the California Chinese community who was recruited by the MSS) and elite influence
operations targeting think tanks, China scholars, policymakers, media and business
leaders in the United States, Japan, Australia and other countries.”® Despite this fascin-
ating history of foreign operations, the Social Investigation Bureau is often mischar-
acterised as having perhaps one of the least interesting remits: public opinion research
inside China.” No primary sources have emerged in support of this claim.

Although some of the Social Investigation Bureau’s functions clearly existed during
the earliest days of the MSS, the Bureau was probably formed around 1990 from parts
of one or more foreign intelligence bureaus. Its main front organisation, the China
International Culture Exchange Center, was founded in 1984. However, three facts
point to the Bureau’s creation coming later. Firstly, it is not clearly attested in Du
Ling’s 1988 description of the MSS. Secondly, its numbering was probably used by an
unrelated science and technology bureau in the 1980s. Thirdly, many of its officers had
backgrounds operating through official cover (i.e. former 2°¢ Bureau officers). The So-
cial Investigation Bureau was therefore probably created around 1990 to help manage

3Wu Guoguang, former state media journalist and advisor to party leader Zhao Ziyang, described MSS
Bureau Deputy Divison Head Zhou Rongkun &Rl as an attendee at a roundtable during the 1980s.
Zhou was outwardly known as a CICIR researcher. Furthermore, a 1994 bibliography produced by Xinhua
News Agency describes CICIR’s Guoji Ziliao Xinxi [E PR ¥E#HE B journal as produced by the MSS 11
Bureau. Ji8)" 2, FFB R IRERER 70 48, SR HARAL, 1998, p. 5; INEE, ed., tH5- T HARCR B, o
ERYZE R AL, 1994, p. 866; SBRE, BIEEIGRBUANCE, R FFE AT FE AR, 1997, p. 307.

SZRZRIE, BAENNIGIESE: AT « B84 >, L2 AL, 2012, as cited in “HEXWN IR, 2=
#3%, china.com.cn blog, 29 Sep. 2011.

76See note 56.

77 Also known as the Social Liaison Bureau.

78 Alex Joske, Spies and Lies: How China’s Greatest Covert Operations Fooled the World, Hardie Grant,
2022.

TOEREREE, op. cit., p. 134; BiF8K, op. cit.; Anne-Marie Brady, ‘Party Faithful: How China spies — and
how to resist’, Australian Foreign Affairs 9, 2020.

8th
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‘social liaisons’ with foreign elites and use domestic Chinese networks and PRC-based
front organisations to serve as platforms for foreign intelligence operations. This de-
scription has some overlap with Du Ling’s description of the early 5 Bureau, which
could have been a foundation for the Social Investigation Bureau’s creation together
with the 2" Bureau.®

Developments until 2018

The MSS’s structure becomes clearer after the 1980s. Only a handful of MSS bureaus
were created from the early 1990s onwards. The new bureaus reflected emerging pri-
ority areas for the party leadership: information systems and cybersecurity, social
stability, counterterrorism and, finally, the United States, likely increasing the total
number of MSS bureaus from 16 to 20:

« 16" Bureau: Information Technology Bureau ({5 2 A F).5! Also called the
MSS Computer Management Bureau (I A% #J5)) by Guo Ruihua, it focused
on building and securing the MSS’s internal computer network and carrying out
related information technology research. The bureau is also the source of the
first known MSS cyber operation: a research institute under the 16" Bureau
carried out a cyberattack targeting Falun Gong websites in 1999.%? Extensive
personnel overlap between the 16 Bureau and the ‘MSS Information Centre’
indicates the latter was probably one of the bureau’s subordinate units.®* The
bureau also carried out open-source intelligence analysis, according to Guo.?

« 17" Bureau: Social stability maintenance: ‘social stability maintenance’ work
implies a remit for controlling politically incorrect social movements and su-
pressing unrest. The bureau probably administered the MSS Social Stability
Maintenance Office (#E 2F2E /A E). At least one senior 17" Bureau leader
had a background in the 8" Bureau (counterespionage).®> The bureau represen-
ted the MSS in whole-of-government policy coordination on human genomic
information, suggesting a remit for non-traditional threats to social stability.®
The bureau probably also maintained some responsibility for managing MSS
business activities from the earlier MSS enterprise bureau.®’

80Joske, op. cit.

ST R BORL: HUE BT RITIE X UGRA% 5, FHRI, 26 Feb. 2001.

820scar S Cisneros, ‘ISPs Accuse China of Infowar’, Wired, 30 July 1999.

83Biographical information about an MSS Information Centre leader shows he concurrently worked in
the 16 Bureau. ‘S2F, HEIGEEMSHTFBSE W RS, 2004; WM ELEBIC.

For examples of the work carried out by the 16 Bureau, see 4B¥#%, ed., IFSEEMRAIE, X H AL,
1999, p. 534.

8421 HmHE, op. cit., p. 135.

#Deng Yong XBEE, MSS 17" Bureau deputy chief in 2006, was deputy head of the office immediately
prior. Deng became head of the bureau later in 2006 before becoming head of the Xinjiang SSD in 2010.
From 1991 to 2001, Deng worked in the MSS 8™ Bureau, the counterespionage bureau. P4)I[#4 2017, P4
JI4AEE4E, 2017, p. 356. On the 17" Bureau’s responsibility for social stability maintenance, see also ‘2006
A AR T ERS AR B 257, R K2R AL, 15 Aug. 2006.

86<rpr[E| A\ S L B E BN 3 A P WA/ IV SE IR TAE S0, RO R BHD, 7 Sep.
2015.

87In an unverified but apparently genuine confession video, former MSS Vice Minister Ma Jian, accused
of corruption, claimed to have directed the 17th Bureau to unfreeze bank accounts for businessman Guo
Wengui’s companies. ‘i [E ZZHBEIFI K S EIATEAASN, FER! O ZEFHE CREBHIIAET) |
via Youtube, 21 Apr. 2017,
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— This numbering was previously used by the MSS enterprise or business
bureau, responsible for managing MSS-controlled companies.®® The busi-
ness bureau was probably disbanded in the late 1990s as the party pushed
the military and security apparatus to divest its interests in commercial
operations. According to research by Michael S. Chase and James Mul-
venon, the MSS was forced to close 112 of its companies, hand over 144 to
other agencies of the party-state and ‘sever relationships with’ 106.%

« 18" Bureau: US operations.”

« 19" Bureau: Counterterrorism.’!

« 20" Bureau: Unknown.??

There is also evidence for what was probably a temporary reorganisation of MSS
foreign intelligence bureaus along geographical lines under Minister of State Secur-
ity Xu Yongyue (1998-2007). The 1996 edition of Guo Ruihua’s book does not de-
scribe geographically divided foreign intelligence bureaus. However, in 1999 and 2004,
Guo described the first three MSS bureaus as responsible for intelligence collection
on:

1. Western Europe, America and Oceania,
2. Eastern Europe and Russia, and
3. Asia and Africa.

We were only able to find one source referencing an MSS America-Europe Bureau
(3£BRJR)): a biographical entry on a former head of the bureau.”” The entry implies
the bureau existed as early as 1990, although such sources are often unreliable re-
garding the precise names of bureaus at different points in time. The names of units
are often backdated for secrecy or simplicity’s sake, such as when former CID officers
are only described as having worked in the MSS. The other geographical intelligence
bureaus proposed by Guo also align with divisions used in the CID and other party-
state agencies such as the International Liaison Department.”

S8ERERHFE, loc. cit.; BRFZEK, op. cit., p. 32. For examples of the 17t Bureau’s business activity, including
operating several property and international trade companies, see PRI T X I i, 77 7& HERAL,
2014, p. 402; FIGAT, FRE K GEMGIEA KM CGEIRIER K ) — AT, K KM, via WeChat,
29 Nov. 2016. Apart from the change and expansion in the 17" Bureau’s functions and official directives
that conflicted with the Bureau’s core purpose, biographical information about a likely 17t Bureau official
fits this timeline. Chen Quansheng Ff4>4: published a paper in 1996 using the ‘Ministry of State Security
Enterprise Department’ ([E %% 2 # {2k F]) as his affiliation but appeared to leave the ministry as a
bureau-level official around 2000. R4, < & JRARIE- IV ERT RS, 57 TAEEIR 17, 199.

89Michael S. Chase & James C. Mulvenon, ‘The Decommercialization of China’s Ministry of State Se-
curity’, International Journal of Intelligence and CounterIntelligence 15.4, 2002.

9 Mattis and Brazil’s book is the only source on the 18 Bureau, describing it as the ‘US Operations
Bureau for conducting and managing clandestine intelligence operations against the United States’. No
further sources have emerged to contradict this information. Mattis & Brazil, loc. cit.

IR, R SO E SR 2V A LR SO Z R LA, BRI B AR R, via
THEACZ M, 21 Sep. 2017.

%2The MSS 20t Bureau is referenced in a government document probably dating to 2020. No definitive
information about its founding date or role is publicly available. ‘2019-2020 £F 5 £ /N FEAT ARG AL
FEY, EFNRESSEHR.

BEEAE, ed, KO AW, vol. 2, LTI E RS BE TR, 2009, p. 38.

HHUGIRE, FPIRRTSNEREEER; AT & FEEhE, loc. cit.
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Joske & Jeon

Finally, MSS units with administrative or corporate functions, in addition to the op-
erations bureaus, are well attested during this period. It is unclear how they were
affected by the 2018 reorganisation. At the highest level, the MSS maintains a polit-
ical department (EX{G#B), a general office (/}2/T) and a discipline inspection and
supervision group (402 1 %¢4H). Individual administrative units sit under the polit-
ical department and general office, including:

« Foreign Affairs Bureau (955 /&), also known as International Cooperation Bur-

eau (EFRE1ER)™

« Propaganda and Education Bureau (BfRHF R)*
— Film Centre GZALFY)Y

« Personnel bureau (N Z&)"
« Audit Bureau (H11/5)”
« Retired Cadres Bureau (T /& or BIBIRTHR)R)1
- Intelligence History Research Division (TR R Fat) 0
« Administration Bureau ({TEE )10
« Planning, Finance and Equipment Bureau (1102585 J55)!%%
« Organisation Services Bureau (11555 J5)!%
« Policy and Legal Bureau (BURER &)1

3 Conclusion: A more logical and efficient MSS organ-
isational structure

Much remains unclear about the MSS’s structure and functions. The numbers and spe-
cific tasks of most of its bureaus are unknown. We have assessed the current structure
of the MSS, but expect that forthcoming information will enable other researchers to
paint a more complete picture of the ministry. We hope this paper has contributed to
clarifying the pre-2018 structure of the MSS by reviewing and expanding on a wide
array of available literature.

S MM G0 25 L PE & I B RS, BRE FHIR, 27 Feb. 2024.

o6 A1 48 >} FHHRAIHT FEFTIERE L AF B ST 5T = —E R 3% S P+ E e EACK
—IREW A2 L E ST R R, SRR, 15 Mar. 2023,

T ERLZ RN TOL T R TAES) S0, BR L EEMEARS, via JLEHHR, 20 Oct. 2023.

S LAVEARNAHIR T T2 2019 FE@MBHETH TP, A7 B IEFIHE SRR, 27 Mar. 2019,

S BIT BAR Y R E N EH T e R AR et TR, BB P, via HhAe A\ RSEATE S BUR,
2 Sep. 2011.

100 A, FLILmT N RBUR, p. 91.

101The division authored and sponsored intelligence histories such as the multivolume Compendium of
Historical Material on Chinese Communist Party Intelligence History (FH [E 3 7= ¢ 152 58 ¥ RHLZR) and
Fang Wen’s Sorge in China (33, Yi/RISTERE, ER L 2P AT HR LA, 1988).

1025 JRy AN 2B R T BRAL PR E AL AL SRS A/ N RER, EE L (2021) 95,
FHKESEHR, 14 Apr. 2021.

108 R BB R HIRABR @ X IRBER EIRE AP, EXG TR X AN RIERE, 27 Apr. 2011.

104 [F] S5 e ¢ F 55 PR AR5 R E M LG = TARSERE SRR St N (B hiE), ERALR
HEEMR, 1 Jan. 2000.

105 <ph R ] FRATL O 22 50 3R 5% Hh U ] ZAT L 0% I @A AT G b S B R R S JE B Y TR, i
MR, via AR, 29 Jan. 2021.
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Redesigning state security

Likewise, the party’s leadership’s precise motivations for the reorganisation can only
be speculated upon. The MSS probably was not singled out as needing reforms. Few
agencies were untouched by the party’s wide-reaching organisational shifts in 2018.

Regardless, one consequence has likely been a more logical reassignment of tasks
between bureaus that could improve the MSS’s capability. Reducing friction and over-
lapping remit between bureaus also improves the MSS’s ability to coordinate its activ-
ities, especially in concert with the broader state security system in key provinces
and cities of China. Overseas protective security and domestic outreach have prob-
ably both been elevated as missions. The MSS’s new political security mission also
signals greater support for its work from the Chinese Communist Party leadership.
Its effort to incorporate big data and artificial intelligence into its work will also re-
quire political capital to coordinate with other agencies and provincial state security
units, which likely collect the majority of surveillance data and hacked information.
As more sources become available, future research will likely be able to shed more
light on how new missions and priorities manifest in the current MSS structure, and
how they are reflected in its intelligence operations. The current structure of cyber
and foreign intelligence work in the MSS remains unclear in publicly available in-
formation.

The units actually carrying out the bulk of state security operations — provincial state
security agencies — are a key gap in this study that would help elucidate the MSS’s
organisational reform. The compressed and often simplified structures in China’s pro-
vincial bureaucracy can shed light on how different types of work are conceived and
grouped more broadly. We expect to see similar reforms of provincial agencies. Al-
though these may be individually harder to observe through public information, the
greater number of provincial state security agencies (one for each of China’s 31 pro-
vincial jursidictions) means far more information is available in total.
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